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INTER-lIOT

INTER-IoT aim is to design, implement and test interoperability tools, a framework and
a methodology that will allow interoperability among different Internet of Things (IoT)
platforms.

Most current existing l1oT developments are based on “closed-loop” concepts, focusing
on a specific purpose and being isolated from the rest of the world. Integration between
heterogeneous elements is usually done at device or network level, and is just limited to
data gathering. Our belief is that a multi-layer approach to the integration of different loT
devices, networks, platforms, services and applications will allow a global continuum of
data, infrastructures and services. Additionally, a reuse and integration of existing and
future 10T systems will be facilitated, enabling the creation of a de facto global ecosystem
of interoperable loT platforms.

In the absence of global IoT standards, INTER-IOT results will allow any company to
design and develop new loT devices or services, leveraging on the existing ecosystem,
and bringing them to market quickly.

INTER-I0T has been financed by the Horizon 2020 initiative of the European
Commission, contract 687283.
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Disclaimer

This document contains material, which is the copyright of certain INTER-IOT consortium parties, and may not
be reproduced or copied without permission.

The information contained in this document is the proprietary confidential information of the INTER-lOT
consortium (including the Commission Services) and may not be disclosed except in accordance with the
consortium agreement.

The commercial use of any information contained in this document may require a license from the proprietor
of that information.

Neither the project consortium as a whole nor a certain party of the consortium warrant that the information
contained in this document is capable of use, nor that use of the information is free from risk, and accepts no
liability for loss or damage suffered by any person using this information.

The information in this document is subject to change without notice.
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Executive Summary

The aim of Deliverable 3.1, entitled “Methods for Interoperability and Integration”, is to document the
initial collection of the INTER-LAYER interoperability mechanisms. The deliverable is the first version
of a series of three (i.e. D3.1 will be followed by D3.2 and D3.3). The deliverable reports the initial
version of the interfaces, entities and block diagrams. It reports the technical work performed in five
tasks, T3.1 (Definition and Analysis of Methods for Device Layer Interoperability and Integration, M5-
M30); T3.2 (Definition and Analysis of Methods for Networking Layer Interoperability and Integration,
M5-M30); T3.3 (Definition and Analysis of Methods for Middleware Layer Interoperability and
Integration, M5-M30); T3.4 (Definition and Analysis of Methods for Application Service Layer
Interoperability and Integration, M5-M30) and T3.5 (Definition and Analysis of Methods for Data and
Semantics Layer Interoperability and Integration, M5-M30). Next versions of the deliverable will
include also the work developed in T3.6 (Definition and Analysis of Methods for Cross-Layer
Interoperability and Integration, M13-M30).

The methods have been based in the initial description of the layered architecture provided in the
Description of the Action, and have been built based on the requirements gathered in the execution
of T2.3 and delivered in D2.3 (INTER-loT Requirements and Business Analysis, M9). The different
components of INTER-LAYER described in the deliverable have been influenced by the stakeholders
and the use cases and scenarios described in D2.4 (Use cases and scenarios, M12) in order to be
in line with the proposed pilots.

INTER-IOT addresses a challenging objective to create an interoperable Internet of Things (IoT)
ecosystem that will allow for the collaboration of vertical 0T platforms towards the creation of cross-
domain applications. Thus, it designs an interoperable mediation component (i.e INTER-LAYER to
enable the discovery and sharing of connected devices across existing and future 10T platforms for
rapid development of cross-platform loT applications. INTER-IoT allows flexible and voluntary
interoperability at different layers. This layered approach can be achieved by introducing an
incremental deployment of INTER-IoT functionality across the platform’s space, which will in effect
influence the level of platform collaboration and cooperation with other platforms. INTER-I0T does
not pretend to create a new loT platform but an interoperability structure to interconnect different loT
platforms, devices, applications and other IoT artifacts.

Syntactic and semantic interoperability represent the essential interoperability mechanisms in the
future INTER-lOoT ecosystem, while organizational/enterprise interoperability has different
structures/layers to enable platform providers to choose an adequate interoperability model for their
business needs. It will be supported by INTER-FW, developed in WP4 that may allow the
development of new applications and services atop INTER-LAYER and INTER-METH, developed in
WP5, to provide a methodology in order to coordinate interoperability.

The document lists an initial collection of the interoperability mechanisms, building blocks and
interfaces supported by sequence diagrams with a special focus in three of the layers: Device to
Device layer with the virtual gateway; Middleware layer with the MW2MW component and the Data
and Semantics layer with the Inter Platform Semantic Mediator (IPSM). The Network to Network
layer provides an initial solution based on SDN and NFV, however it will require the final
implementation of the virtual gateway to be completed. And also the Application and Services layer
may require the results from the M2MW and IPSM in order to implement the existing solution.

The requirements and prioritization from the feedback gathered from stakeholders indicated that the
mainly needed interoperability mechanisms are related with the device, middleware and semantics
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layers, however the other two layers (i.e. Network and Application and Services) have also been
addressed and mechanisms researched and proposed.

We report a comprehensive list of mechanisms and components and put them in relation to
requirements and software components in the different layers. The main task of these components
is to facilitate syntactic and semantic interoperability of 10T platforms at the identified layers. Each
interoperability component may offer an API in order that the upper layers in an incremental
approach or applications and services may use the interoperability mechanisms. In this document
we include sequence diagrams depicting component interaction for interoperability.

The document also reports an initial view on components and envisioned functionality needed for
the INTER-LogP and INTER-Health domains. The aim in those two domain-specific solutions is to
offer dynamic access and configuration of devices in environments hosting a number of platforms.
Additionally, we consider INTER-DOMAIN as the environment in which both domains and platforms
from the open call will interoperate.

Finally, the document analyzes relevant work in the area of IoT interoperability, with focus on
interoperability mechanisms; projects with similar goals as INTER-I0T, and platforms by INTER-IOT
partners aiming to become part of the future INTER-IOT ecosystem. We can conclude that the
proposed functional layered stack with five layers (D2D, N2N, MW2MW, AS2AS and DS2DS) is in
accordance with the AIOTI proposed architecture, although INTER-I0T plans to extend different
aspects, e. g. related with platform federation, roaming, or offloading.
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1 Introduction

Internet of things (IoT) covers a wide range of devices, protocols, technologies, networks,
middleware, applications, systems and data that present vast heterogeneity. As a consequence of
this heterogeneous nature and the lack of a global IoT standard, instead of the achievement of
seamless integration among loT systems, vertical silos proliferate. Interconnection and
interoperability are critical aspects in I0T, as well as one of the most difficult challenges to face in
0T environments.

Whereas integration between heterogeneous elements is usually done at device or network level,
and it is limited to data collection, INTER-I0T offers a layer-oriented solution to allow interoperability
among loT platforms and systems at different layers or levels. INTER-I0T will offer an open
framework (INTER-FW) and methodology (INTER-METH) to guarantee a seamless integration of
heterogeneous IoT technologies. This solution can be applied to any application domain and across
domains in which there is a need for interconnection and/or interoperability.

INTER-IOT will facilitate the formation of interoperable 10T ecosystems, make the design of loT
devices, smart objects or services easier to companies and developers, and support launching them
to the market quickly to a broader client base. In the long term, the ability for applications to connect
to and interact with heterogeneous smart objects, will become a huge enabler for new products and
services.

INTER-IOT benefits at different layers or levels will be:

. At the Device level: the seamless inclusion of new loT devices and their interoperation
with already existing heterogeneous ones, allowing a fast growth of smart objects
ecosystems.

. At the Networking level: seamless support for smart objects mobility (roaming) and
information routing. This will allow the design and implementation of fully connected
ecosystems.

. At the Middleware level: a seamless resource discovery and management system for
smart objects and their basic services, to allow the global exploitation of smart objects in
large scale loT systems.

. At the Application and Services level: the discovery, use, import, export and
combination of heterogeneous services between different |oT platforms.

. At the Data and Semantics level: a common interpretation of data and information from
different platforms and heterogeneous data sources, providing semantic interoperability.
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Figure 1: Layer structure of INTER-IoT layered-oriented approach (INTER-LAYER).

1.1 INTER-LAYER Overview

INTER-IOT presents a layer-oriented solution for interoperability, to provide interoperability at any
layer and across layers among different 10T systems and platforms. Contrary to a more general
global approach, an INTER-IoT approach has a higher potential in order to provide interoperability.
It facilitates a tight bidirectional integration, higher performance, complete modularity, high
adaptability and flexibility, and presents increased reliability.

This layer-oriented solution is achieved through INTER-LAYER. INTER-LAYER includes several
interoperability solutions dedicated to specific layers (as depicted in Figure 1): Device-to-Device
(D2D), Networking-to-Networking (N2N), Middleware-to-Middleware (MW2MW), Application &
Services-to-Application & Services (AS2AS), Data & Semantics-to-Data & Semantics (DS2DS).

Each interoperability infrastructure layer has a strong coupling with adjacent layers and provides an
interface. Interfaces will be controlled by a meta-level framework to provide global interoperability.
Every interoperability mechanism can be accessed through an API. The interoperability
infrastructure layers can communicate and interoperate through the interfaces. This cross-layering
allows to achieve a deeper and more complete integration.
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The different INTER-LAYER layers are detailed here:

Device layer (D2D): Currently applications and platforms are tightly coupled, preventing their
interaction with other applications and platforms, sensors and actuators communicate only within
one system, certain platforms do not implement some important services (i.e. discovery), or do so in
an incompatible way. Roaming elements can be missing or inaccessible. 10T Device software is
never platform independent as companies create proprietary software. These facts present
enormous difficulties for the achievement of interoperability. At the device level, D2D solution will
allow the seamless inclusion of novel 10T devices and their interoperation with already existing ones
(legacy). D2D interoperability will allow a fast growth of smart objects ecosystems. As a potential
solution INTER-IOT proposes a D2D gateway that allows any type of data forwarding, making the
device layer flexible by decoupling the gateway into two independent parts: a physical part that only
handles network access and communication protocols, and a virtual part that handles all other
gateway operations and services. When connection is lost, the virtual part remains functional and
will answer the API and Middleware requests. The gateway will follow a modular approach to allow
the addition of optional service blocks, to adapt to the specific case.

Network layer (N2N): Currently the immense amount of traffic flows generated by smart devices is
extremely hard to handle. The scalability of the IoT systems is difficult. Also creating the
interconnections between gateways and platforms is a complex task. N2N solution aims to provide
seamless support for smart objects mobility and information routing. It will also allow offloading and
roaming, what implies the interconnection of gateways and platforms through the network. The
approximation that INTER-IOT propose uses paradigms such as SDN and NFV, and achieves
interoperability through the creation of a virtual network, with the support of the N2N API. The N2N
solution will allow the design and implementation of fully interconnected ecosystems.

Middleware layer (MW2MW): At the middleware level INTER-IOT solution will enable seamless
resource discovery and management system for the |0T devices in heterogeneous |oT platforms.
Interoperability at the middleware layer is achieved through the establishment of an abstraction layer
and the attachment of |oT platforms to it. Different modules included at this level will provide services
to manage the virtual representation of the objects, creating the abstraction layer to access all their
features and information. Among the offered services, we find the component-based interoperability
solutions within the middleware based on communication using mediators, bridges and brokers, is
found. Brokers are accessible through a general API. Interoperability at this layer will allow a global
exploitation of smart objects in large scale multi-platform loT systems.

Application & Services layer (AS2AS): INTER-IoT will enable the use of heterogeneous services
among different IoT platforms. Our approach will allow discovery, catalogue and composition of
services from different platforms. AS2AS will also provide an API as an integration toolbox to facilitate
the development of new applications that integrate existing heterogeneous IoT services.

Semantics & Data layer (DS2DS): INTER-IoT solution for the DS2DS layer will allow a common
interpretation of data and information among different 0T systems and heterogeneous data sources,
achieving semantic interoperability. It will be based on semantic translation of loT platforms’
ontologies to/from a common IPSM modular ontology. The Inter Platform Semantic Mediator (IPSM)
component will be responsible for performing ontology-to-ontology translations of the information
using ontology alignments. It will be necessary to define explicit OWL-demarcated semantics for
each loT artifact that would like to interoperate, communicate and collaborate.

CROSS-LAYER will cover and guarantees non-functional aspects that must be present across all
layers: trust, security, privacy, and quality of service (QoS).
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1.2 Definitions and terminology

The following definitions will be explained in order to better understand contents of the next sections
of this deliverable (alphabetically ordered).

CEP (Complex Event Processing)

Complex event processing is realized in analytic tools that enable processing and analysis of data
on a real-time or a near-real-time basis, driving timely decision making and action.

CEP is relevant for the 10T in its ability to recognize patterns in massive data sets at low latency
rates. A CEP tool identifies patterns by using a variety of techniques such as filtering, aggregation,
and correlation to trigger automated action or flag the need for human intervention.

Constrained Devices

Small devices with limited CPU, memory, and power resources that can belong to a network, creating
a constrained network that is characterized by unreliable or lossy communication channels, limited
and unpredictable bandwidth and a highly dynamic topology.

Event

Event is something notable that happens. It can be represented as an object that encodes or records
an event, generally for the purpose of computer processing. Events can contain data, are immutable,
but more than one event may record the same activity. It should be noted that events are highly
context dependent.

Interoperability

The characteristic of a network system or protocol whose interfaces are completely understood to
work with other systems or protocols, present or future, in either implementation or access without
any restrictions.

Mash-up

Composing a new service/application/data from existing applications/services (MACs; Mashable
Application Components).

Ontology

Explicit specification of shared conceptualization. In the area of science and technology, this concept
refers to a structure that provides a vocabulary for a domain of interest, in addition to the meaning
of the entities that are present in that vocabulary. Typically, within an ontology the entities are
grouped, organized into a hierarchy, related to other entities, and subdivided according to different
notions of similarity.

Ontology alignment

The process of finding correspondences between two or more ontologies. The result of this process
is an alignment i.e. a set of correspondences between entities (atomic alignment) or groups of
entities and sub-structures (complex alignment) from different ontologies. A correspondence can be
either a predicate about similarity, called a matching, or a logical axiom mapping.

Typically, the used mapping axioms are equivalence and subsumption. In practice, ontology
alignment tools often state a degree of confidence for every correspondence in the mapping. An
equivalence axiom with a degree of confidence is very close in meaning to a predicate about
similarity (a matching). The terms mapping and matching are often not distinguished in the

17 1220



D 3.1: Methods for Interoperability and Integration

terminology used by the alignment tools. A set of correspondences can be called alignment,
matching, or mapping practically interchangeably.

Ontology merging

The process of combining two, or more, ontologies into one. Consequently, the resulting ontology
stores knowledge from all merged ones. Merging often utilizes a set of alignments to create deep
interconnections between ontologies and, in the end, merge them into one.

Semantics
The study of meaning and relationships between meanings.
Semantic interoperability

The ability of information systems and the business processes they support to exchange information
with unambiguous, shared meaning. In the context of semantic interoperability, topics such as
ontology alignment, matching, and merging need to be disambiguated. These terms are closely
related and sometimes used interchangeably. For each there are many, sometimes overlapping,
definitions.

Semantic model

Specifies the terms and concepts used to describe an area of knowledge. A semantic model usually
includes concepts in the domain of interest, relationships between them, their properties, and their
values. Usually this is expressed as an ontology.

Semantic Sensor Net Ontology

The Semantic Sensor Net Ontology (SSN) is a W3C standard describing sensors and observations,
and related concepts, defined in OWL. It does not describe time, locations, etc.

The Mihini agent is an Eclipse additional that can be used as a mediator between an M2M service
and applications running on an embedded gateway, while M3DA is a protocol optimized for the
transport of binary loT data and the management of devices by permitting the exchange of
instructions and typed data between actors in a bandwidth friendly manner.

Semantic translation

Semantic translation is an application of ontology alignment. The goal is to enable one-way or two-
way understanding between software artifacts that implement differing semantics. This is directly
applicable to multiple domains such as IoT, bioinformatics and others, because there are competing
ontologies that describe the same or a very similar area of knowledge.

Service

Loosely-coupled computing tasks communicating over the Internet that play a growing part in
business-to-business interactions. Services are the mechanism by which needs and capabilities are
brought together.

Service choreography

Service choreography captures collaborative processes involving multiple services and especially
their interactions seen from a global perspective. While service orchestration relies on a centralized
point of view of a single participant, the service choreography is based on a global perspective of
the involved participants.

18 /220



D 3.1: Methods for Interoperability and Integration

Service composition

A service composition is an aggregate of services collectively composed to automate a particular
task. To qualify as a composition, at least two participating services plus one composition initiator
need to be present.

Service orchestration

The orchestration of services is the task aiming at invoking a set of services in a structured way. It
comprises a centralized entity, called the orchestration engine, that can be seen as a conductor
driving his musicians.

Synchronization

Messages being sent between two parties can be exchanged in a synchronous or asynchronous
way. In the synchronous scenario, the sender remains connected to the receiver until the latter
confirms the successful exchange of the message. Before that confirmation is received, the sender
process ‘blocks’ its execution abstaining from sending any further messages.

In the asynchronous scenario, the sender does not wait for the receiver to acknowledge the message
but continues its execution and might send additional messages to the receiver. The receiver is then
expected to send an acknowledgement to the sender once it makes sure the messages was
successfully transmitted.

1.3 Constraints based on Requirements

During the first phase of the project numerous requirements have been collected either from
stakeholders or from the pilot needs. These requirements became the foundation of our
interoperability architecture solution. For that propose they had to be divided into several categories
in order to assign them to and apply them in each of the INTER-LAYER solution tiers.

Additionally, an initial prioritization of the requirements took place, based on their importance for the
achievement of the layer objectives.

In a later stage, another more specific prioritization took place based on the remarks of the
stakeholders and several revisions of the requirements obtained from the first iteration. The latter
prioritization was constructed under the MoSCoW methodology [1] that assigned one of four
available priority values: Must, Should, Could and Not to have.

The structured set of requirements is being used for the design and composition of the solutions
placed in each step of INTER-LAYER.

Prioritized and categorized requirements will be refered in the Section 3 of this document, and related
with each of the components that constitute the INTER-I0T layered interoperability approach.

INTER-IOT has two pilots INTER-LogP, as an interoperable solution in the sea port scenario, for port
management, and INTER-Health, associated with the domain of e-Health. These pilots will be
extensively explained and detailed in the corresponding deliverables specifically devoted to them. It
is important to note that a wide group of requirements had been identified specifically for each of the
pilot use cases. Pilots performance and success is strongly dependent on the accomplishment of
the aforementioned requirements.
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The following two subsections are focused on the relation of pilot specific requirements and the
proposed interoperability solution that is described in this deliverable. Below we explain how our
interoperability approach intends to accomplish the relevant requirements for each pilot. In the first
version of this deliverable the most critical requirements are presented, but a list of them is expected
to be extended and modified in future iterations of the INTER-IOT solution.

1.3.1 Minimum requirements for the INTER-LogP pilot

The requirements of INTER-LogP pilot cover the functional and non-functional needs that our
interoperability solution has to solve. Those requirements can be found in the annex organised
according to the MoSCoW prioritization. In this section all requirements referenced in brackets refer
to the Table 10 in section 6.1 (Annex)

Requirements under the categorization of ‘Must’ have to be implemented in the final pilot solution. It
must be note that this group is essential for critical interoperability aspects [248,249], such as the
access to services and resources from different loT platforms, and the common semantic
understanding between them. Other relevant aspects reflected into this categorization of maximum
priority are the communication with Legacy Systems [193] and the need and importance of object
virtualization [193].

All these requirements have been considered in the first iteration of the INTER-I0T interoperability
solution. They had been considered in the solutions proposed in section 3, to allow the
accomplishment of the most important needs. They had been considered in the proposed solutions
of section 3, to allow to satisfy the most important necessities of the pilots. These needs will be
solved with the interoperability solutions of each layer. As an example illustrating this statement, it
can be noted that platform access is essential in D2D and N2N, that present the need for connecting
with the different IoT platforms. As well MW2MW and AS2AS require to access to resources and
services from other 10T platforms. Semantic support in all layers, and the integration of Semantic
Mediators in MW2MW to perform semantic translations is necessary for the DS2DS solution.
Virtualization is a crucial element in all layers.

INTER-LogP requirements under the Should categorization will be integrated in the final iteration of
INTER-LogP, but taking into account that they can be dispensable, if a major reason justifies their
exclusion. The majority of requirements from this categorization are related with interoperability
[252,166,194,167], functional aspects such as alert management [84,168], communication and
response time [54] and the creation and monitoring of geofences [195]. Those requirements are
present in this document, although new ones may appear in further iterations of INTER-I0T solution.

Finally, it must be noted that some INTER-LogP requirements are desirable, but not strictly
necessary for the development of the INTER-LogP solution. This group attain a lower priority:
‘Could’, such is the case of QoS [81]. They are referred in this deliverable as they have relevant role
and significance for some important INTER-Layer aims, such as the interoperability at the network
level.

1.3.2 Minimum requirements for the INTER-Health pilot

This subsection points out the most important requirements for the INTER-Health pilot and their
relation with the INTER-IOT interoperability solution. Those requirements can be found in the annex
organised according to the MoSCoW prioritization. In this section all requirements referenced in
brackets refer to the Table 11 in section 6.1 (Annex).

'Must’ categorization correspond to requirements that have to be integrated in the final
implementation of the pilot. INTER-Health requirements under this categorization are commented in

2