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INTER-lOT

INTER-IOT aim is to design, implement and test a framework that will allow
interoperability among different Internet of Things (loT) platforms.

Most current existing 10T developments are based on “closed-loop” concepts, focusing
on a specific purpose and being isolated from the rest of the world. Integration between
heterogeneous elements is usually done at device or network level, and is just limited to
data gathering. Our belief is that a multi-layered approach integrating different loT
devices, networks, platforms, services and applications will allow a global continuum of
data, infrastructures and services that can will enable different 0T scenarios. As well,
reuse and integration of existing and future IoT systems will be facilitated, creating a
defacto global ecosystem of interoperable 10T platforms.

In the absence of global 0T standards, the INTER-I0T results will allow any company to
design and develop new loT devices or services, leveraging on the existing ecosystem,
and bring get them to market quickly.

INTER-IOT has been financed by the Horizon 2020 initiative of the European
Commission, contract 687283.
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Disclaimer

This document contains material, which is the copyright of certain INTER-IOT consortium parties, and may not
be reproduced or copied without permission.

The information contained in this document is the proprietary confidential information of the INTER-loT
consortium (including the Commission Services) and may not be disclosed except in accordance with the
consortium agreement.

The commercial use of any information contained in this document may require a license from the proprietor
of that information.

Neither the project consortium as a whole nor a certain party of the consortium warrant that the information
contained in this document is capable of use, nor that use of the information is free from risk, and accepts no
liability for loss or damage suffered by any person using this information.

The information in this document is subject to change without notice.
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Executive Summary

The present document is the deliverable D4.3: Interoperable 10T framework Model and Engine v1
which reports about the results in the software design and implementation tasks (T4.4 - T4.5) of the
WP4 in the project INTER-IOT. This document gathers a significant part of the outputs of these tasks,
very specially the task T4.3 started in January 2017(M13), that aims to provide a proper design for
a configuration and management framework and toolset, making easier the administration and use
of the INTER-Layer mechanisms, and its twin task, T4.4, which takes care of the implementation of
the outputs the design performed.

The report gives a full architectural view from the requirements until the communication between
software components. It reflects the design work performed to univocally specify the software built
to support the goals of the INTER-FW and INTER-API products of the project.

Structure

This document contains a report with the initial design carried out to define a full-fledged framework
to enable administration, use and expansion of the multi-layered interoperability solution for
heterogeneous platforms.

The report, which is intended to be a reference document for the technical implementation of the
different modules that compose the INTER-Framework, is structured in a first initial glossary and
study of the different technologies and concepts that are closely related to the design and
implementation task, referring when appropriate some available alternatives for the technological
implementation. Secondly, it addresses the analysis of the solution to be developed, separating
concerns in functional aspects as commonly found in the modern software engineering analysis
processes. After this, a complete design of all the different parts of the software is depicted, defining
a general component architecture, security implementations and graphical design. Finally, the
design of the specification of the single-uniform API to access the different interoperability layer
features is specified, allowing to understand the capabilities of the INTER-FW solution and how it
interfaces with each layer.

Relation with other deliverables

The document is the first version of a total of two reports. This version includes state of the art of
related technologies, requirements analysis and software design, while the second version (D4.4)
will be more focused in usability, deployment, third party developers contributions and features
refinement. This second version will also report about all the updates and upgrades made to the
software during the last period of development (M21-M30). Some of the design ideas and diagrams
reported on the present document are developed and released in D4.5: Interoperable 0T Framework
and tools, released also in M21.

This report also has a tight relation with D4.1 (Initial Reference loT Platform Meta-Architecture and
Meta Data Model), as far as the concepts proposed in that document are applied in this one, as it is
explained in section 3.2.1. Due to this, this document is also related with D4.2, to be released in M24
and which will contain a refinement of the concepts proposed in D4.1.

Deliverables D3.1(M12) and D3.2(M22) describe the layer-oriented interoperability principles which
are managed and used in the framework concepts and, thus, these deliverables represent a basis
for understanding the analysis and design presented in this work.

Finally, the design and implementation of the INTER-FW is validated and tested in most of the
activities planned in WP6 (pilots and open calls) and reported in D6.1, D6.2 and D6.3, so that D4.3
is an input for these activities.
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Figure 1 Main relations of this deliverable

Methodology followed

For the analysis of the INTER-FW and INTER-API, a curation of the user requirements has been
performed. After this, use cases with user histories were identified, following an agile approach. A
set of features and mockups was extracted from this analysis. Finally, a formal design of the
components to be instantiated, data models, entities to be stored and main interactions has been
made.
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Acronyms

API
AS2AS
AWS
CL
COAP
CSS
D2D
DS2DS
DSL
ERD
FC

FG

GUI
HTTP
HTTPS
IEEE
ILI
INTER-FW
loC

loT
IOT-A
IPSM
JADE
JIMAF
JMS
JS
JSON
JSON-LD
JVM
KVP
MAPS
MAS
MD
MFC
MQTT
MS
MW2MW
N2N

OASIS

OPC-UA

0s
OSGi
QoS
RA
RAML
REST
RPC
SCA

Application Programming Interface

Application and Services to Application and Services
Amazon Web Services

Cross Layer

Constrained Application Protocol

Cascade Style Sheets

Device to Device

Data and Semantics to Data and Semantics
Domain Specific Language

Entity Relationship Diagram

Functional Component

Functional Group

Graphic User Interface

Hypertext Transfer Protocol

Hypertext Transfer Protocol — Secure

Institute of Electrical and Electronics Engineers
Interoperability Layer Infrastructure

Inter Framework

Inversion of control

Internet of Things

Internet of Things — Architecture

IoT Platforms Semantic Mediator

Java Agent DEvelopment Framework

Java-based Interoperable Mobile Agent Framework
Java Messaging Service

Javascript

Javascript Object Notation

Javascript Object Notation for Linked Data

Java Virtual Machine

Key Value Pairs

Mobile Agent Platform for SunSPOT

Multi-agent System

Markdown

Microsoft Foundation Classes

Message Queue Telemetry Transport

Microsoft

Middleware to Middleware

Network to Network

Organization for Advancement of Structured
Information Standards

Object Linking and Embedding for Process Control —
Unified Architecture

Operative System

Open Services Gateway initiative

Quality of Service

Reference Architecture

RESTful APl Modeling Language
Representational State Transfer architectural style
Remote Procedure Call

Service Component Architecture
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SDK
SOA

SOAIF

SOAP
SORCER
SQL
UML
URL
URI
WCF
WSDL
WSN
YAML

Software Development Kit

Service Oriented Architecture
Service Oriented Architecture
Framework

Simple Object Access Protocol
Service-oriented computing environment
Structured Query Language

Unified Modelling Language

Uniform Resource Locator

Uniform Resource Identifier
Windows Communication Foundation
Web Services Description Language
Wireless Sensor Networks

YAML Ain’t Markup Language

Integration
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The modular layered approach followed in INTER-IOT has multiple advantages such as strong
flexibility, adaptability to very different scenarios, separation of concerns, decoupling between
functional components, scalability across physical tiers, etc. However, the approach also presents
shortcomings in terms of usability or tooling unification, especially in the case of INTER-IoT, where
each Interoperability Layer Infrastructure (ILI) is designed to be completely decoupled, being able to
work standalone.

Interoperable loT Framework
INTER-FW

loT loT
Platform A Platform B

Y oy
Data and Data and
semantics semantics

— .
Application Application
services services

e e

Middleware Middleware

e, e

Networking Networking

Ty
Device

Integration Methodology
INTER-METH

Figure 2 Multi-layered approach of INTER-IOT

Other important challenge of the INTER-IOT global design, affecting each layer separately is the
future-proof design. One of the fundamental problems solved in INTER-I0T, the isolation of 0T data
in information domains and the inability to automatically share these data across these domains, is
a consequence of the excessive short-term sight in the design or instantiation of 0T systems.

INTER-IOT addresses these described drawbacks by the introduction of a framework based on the
six ILIs (D2D, N2N, MW2MW, AS2AS, DS2DS and CL) exposed APIs. This framework, presented
as the INTER-FRAMEWORK or INTER-FW has three main goals identified:

1. Enable extension and scalability of the INTER-IOT solution to support present and future
applications or more demanding scenarios.
2. Configure, monitor and manage the different layers from a unique view.
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3. Provide and manage a REST-like API to enable the use of the interoperable platforms and
INTER-IOT features.

These goals are addressed in the following functional components developed in INTER-FW:

1. Software development framework: a combination of software results, documentation,
templates and examples allowing extensibility through the application of the INTER-loT
interoperability patterns in new platforms, devices, services, etc.

2. Instantiation, configuration and management framework and toolset: a web based application
which unifies in a single environment the monitoring, management configuration of the
different 10T components (sensors, network elements, gateways, platforms...) at each
interoperability layer. This element also includes key cross-layer elements management,
such as authentication or authorization configurations.

3. Aglobal, unified API to offer a single-entry point to application and services developers, either
platform owners or third parties.

Challenges Goals Modules

|

Figure 3 INTER-FW overview

-1
E

B Introduction to frameworks

In software engineering, the concept o ‘framework’ is wide and can be applied in very different
disciplines. The idea of what a framework is depends strongly in the approach and the goal of the
software artefact resulting. However, there are some related concepts that very frequently are related
to the software framework. Some of them are quickly discussed in this section.

Library

A library is a collection of code relating to a specific task, or set of closely related tasks which operate
in each domain. Libraries are developed to be called by external agents, avoiding any control over
the applications.
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application

Figure 4 Diagram of libraries, framework and application relationship.
Toolset

Historically, a toolset is a more focussed library, with a defined and specific purpose and includes
advanced interfaces solutions such as graphical widgets or GUI elements either in desktop or web
environments. Toolsets usually operate in a higher level of abstraction of a library, being very often
library consumers (it is very common to find libraries distributions with an associated toolset e.g.
mosquitto?, jmeter?, docker?, etc.).

Framework

A framework is a suite of interrelated libraries and software modules aimed to solve a problem or a
set of coupled problems. The definition of a framework is usually linked to one of its key properties,
the Inversion of Control (IoC) principle, which means that the program flow is taken over by the
framework itself (a pre-existing and external element to the program), instead of the common case
in imperative programming, where it is controlled by the developed program.

However, frameworks are also targeted either towards a specific output; an application for a specific
OS for example (MFC for MS Windows for example), or for more general-purpose work (Spring
framework for example).

1 https://mosquitto.org/
2 http://imeter.apache.org/
3 https://www.docker.com/products/docker-toolbox
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[ Your Code ]

'y all LiAWDrk %

[ Library ]- contains { Framework ]

Figure 5 A classical representation of the difference between library and framework
Software Development Kit (SDK)

An SDK is a collection of tools to assist the programmer to create and deploy code/content which is
very specifically targeted to either run on a very particular platform or in a very particular manner. An
SDK can consist of simply a set of libraries which must be used in a specific way only by the client
code and which can be compiled as normal, up to a set of binary tools which create or adapt binary
assets to produce its (the SDK's) output.

Engine

An Engine (in computer science terms) is usually referred to a central, core part of a software system
or subsystem. An engine also may be defined as software that facilitates automated processes, in
which different software elements work interactively to minimize human intervention. Examples of
software engines include relational database engines, workflow engines, inference engines and
search engines. A common characteristic of software engines is metadata that provides models of
the 