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INTER-IoT 

  

INTER-IoT aim is to design, implement and test a framework that will allow 

interoperability among different Internet of Things (IoT) platforms. 

Most current existing IoT developments are based on “closed-loop” concepts, focusing 

on a specific purpose and being isolated from the rest of the world. Integration between 

heterogeneous elements is usually done at device or network level, and is just limited to 

data gathering. Our belief is that a multi-layered approach integrating different IoT 

devices, networks, platforms, services and applications will allow a global continuum of 

data, infrastructures and services that can will enable different IoT scenarios. As well, 

reuse and integration of existing and future IoT systems will be facilitated, creating a 

defacto global ecosystem of interoperable IoT platforms. 

In the absence of global IoT standards, the INTER-IoT results will allow any company to 

design and develop new IoT devices or services, leveraging on the existing ecosystem, 

and bring get them to market quickly. 

INTER-IoT has been financed by the Horizon 2020 initiative of the European 

Commission, contract 687283. 
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Disclaimer 

 
 
 
This document contains material, which is the copyright of certain INTER-IoT consortium parties, and may not 

be reproduced or copied without permission.  
The information contained in this document is the proprietary confidential information of the INTER-IoT 

consortium (including the Commission Services) and may not be disclosed except in accordance with the 

consortium agreement.  
The commercial use of any information contained in this document may require a license from the proprietor 

of that information.  
Neither the project consortium as a whole nor a certain party of the consortium warrant that the information 

contained in this document is capable of use, nor that use of the information is free from risk, and accepts no 

liability for loss or damage suffered by any person using this information.  
The information in this document is subject to change without notice. 
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Executive Summary 

The present document is the deliverable D4.3: Interoperable IoT framework Model and Engine v1 

which reports about the results in the software design and implementation tasks (T4.4 - T4.5) of the 

WP4 in the project INTER-IoT. This document gathers a significant part of the outputs of these tasks, 

very specially the task T4.3 started in January 2017(M13), that aims to provide a proper design for 

a configuration and management framework and toolset, making easier the administration and use 

of the INTER-Layer mechanisms, and its twin task, T4.4, which takes care of the implementation of 

the outputs the design performed. 

The report gives a full architectural view from the requirements until the communication between 

software components. It reflects the design work performed to univocally specify the software built 

to support the goals of the INTER-FW and INTER-API products of the project.  

Structure 

This document contains a report with the initial design carried out to define a full-fledged framework 

to enable administration, use and expansion of the multi-layered interoperability solution for 

heterogeneous platforms.  

The report, which is intended to be a reference document for the technical implementation of the 

different modules that compose the INTER-Framework, is structured in a first initial glossary and 

study of the different technologies and concepts that are closely related to the design and 

implementation task, referring when appropriate some available alternatives for the technological 

implementation. Secondly, it addresses the analysis of the solution to be developed, separating 

concerns in functional aspects as commonly found in the modern software engineering analysis 

processes. After this, a complete design of all the different parts of the software is depicted, defining 

a general component architecture, security implementations and graphical design. Finally, the 

design of the specification of the single-uniform API to access the different interoperability layer 

features is specified, allowing to understand the capabilities of the INTER-FW solution and how it 

interfaces with each layer. 

Relation with other deliverables 

The document is the first version of a total of two reports. This version includes state of the art of 

related technologies, requirements analysis and software design, while the second version (D4.4)  

will be more focused in usability, deployment, third party developers contributions and features 

refinement. This second version will also report about all the updates and upgrades made to the 

software during the last period of development (M21-M30). Some of the design ideas and diagrams 

reported on the present document are developed and released in D4.5: Interoperable IoT Framework 

and tools, released also in M21. 

This report also has a tight relation with D4.1 (Initial Reference IoT Platform Meta-Architecture and 

Meta Data Model), as far as the concepts proposed in that document are applied in this one, as it is 

explained in section 3.2.1. Due to this, this document is also related with D4.2, to be released in M24 

and which will contain a refinement of the concepts proposed in D4.1. 

Deliverables D3.1(M12) and D3.2(M22) describe the layer-oriented interoperability principles which 

are managed and used in the framework concepts and, thus, these deliverables represent a basis 

for understanding the analysis and design presented in this work. 

Finally, the design and implementation of the INTER-FW is validated and tested in most of the 

activities planned in WP6 (pilots and open calls) and reported in D6.1, D6.2 and D6.3, so that D4.3 

is an input for these activities.  
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Methodology followed 

For the analysis of the INTER-FW and INTER-API, a curation of the user requirements has been 

performed. After this, use cases with user histories were identified, following an agile approach. A 

set of features and mockups was extracted from this analysis. Finally, a formal design of the 

components to be instantiated, data models, entities to be stored and main interactions has been 

made. 

  

Figure 1 Main relations of this deliverable 
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1 Background 

 INTER-Framework overview 

The modular layered approach followed in INTER-IoT has multiple advantages such as strong 

flexibility, adaptability to very different scenarios, separation of concerns, decoupling between 

functional components, scalability across physical tiers, etc. However, the approach also presents 

shortcomings in terms of usability or tooling unification, especially in the case of INTER-IoT, where 

each Interoperability Layer Infrastructure (ILI) is designed to be completely decoupled, being able to 

work standalone. 

 

Figure 2 Multi-layered approach of INTER-IoT 

Other important challenge of the INTER-IoT global design, affecting each layer separately is the 

future-proof design. One of the fundamental problems solved in INTER-IoT, the isolation of IoT data 

in information domains and the inability to automatically share these data across these domains, is 

a consequence of the excessive short-term sight in the design or instantiation of IoT systems.  

INTER-IoT addresses these described drawbacks by the introduction of a framework based on the 

six ILIs (D2D, N2N, MW2MW, AS2AS, DS2DS and CL) exposed APIs. This framework, presented 

as the INTER-FRAMEWORK or INTER-FW has three main goals identified: 

1. Enable extension and scalability of the INTER-IoT solution to support present and future 

applications or more demanding scenarios. 

2. Configure, monitor and manage the different layers from a unique view. 
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3. Provide and manage a REST-like API to enable the use of the interoperable platforms and 

INTER-IoT features. 

These goals are addressed in the following functional components developed in INTER-FW: 

1. Software development framework: a combination of software results, documentation, 

templates and examples allowing extensibility through the application of the INTER-IoT 

interoperability patterns in new platforms, devices, services, etc. 

2. Instantiation, configuration and management framework and toolset: a web based application 

which unifies in a single environment the monitoring, management configuration of the 

different IoT components (sensors, network elements, gateways, platforms...) at each 

interoperability layer. This element also includes key cross-layer elements management, 

such as authentication or authorization configurations. 

3. A global, unified API to offer a single-entry point to application and services developers, either 

platform owners or third parties. 

 

Challenges 
 

Goals Modules 

 
 
 
 
 
 
 

  

Figure 3 INTER-FW overview 

 Introduction to frameworks 

In software engineering, the concept o ‘framework’ is wide and can be applied in very different 

disciplines. The idea of what a framework is depends strongly in the approach and the goal of the 

software artefact resulting. However, there are some related concepts that very frequently are related 

to the software framework. Some of them are quickly discussed in this section. 

Library 

A library is a collection of code relating to a specific task, or set of closely related tasks which operate 

in each domain. Libraries are developed to be called by external agents, avoiding any control over 

the applications. 

Unification 

Usability 
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design 

Future 

proof 
INTER-API 
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framework 
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and 
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Figure 4 Diagram of libraries, framework and application relationship. 

Toolset 

Historically, a toolset is a more focussed library, with a defined and specific purpose and includes 

advanced interfaces solutions such as graphical widgets or GUI elements either in desktop or web 

environments. Toolsets usually operate in a higher level of abstraction of a library, being very often 

library consumers (it is very common to find libraries distributions with an associated toolset e.g. 

mosquitto1, jmeter2, docker3, etc.). 

Framework 

A framework is a suite of interrelated libraries and software modules aimed to solve a problem or a 

set of coupled problems. The definition of a framework is usually linked to one of its key properties, 

the Inversion of Control (IoC) principle, which means that the program flow is taken over by the 

framework itself (a pre-existing and external element to the program), instead of the common case 

in imperative programming, where it is controlled by the developed program. 

However, frameworks are also targeted either towards a specific output; an application for a specific 

OS for example (MFC for MS Windows for example), or for more general-purpose work (Spring 

framework for example). 

                                                 
1 https://mosquitto.org/  
2 http://jmeter.apache.org/  
3 https://www.docker.com/products/docker-toolbox  

https://mosquitto.org/
http://jmeter.apache.org/
https://www.docker.com/products/docker-toolbox
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Figure 5 A classical representation of the difference between library and framework 

Software Development Kit (SDK) 

An SDK is a collection of tools to assist the programmer to create and deploy code/content which is 

very specifically targeted to either run on a very particular platform or in a very particular manner. An 

SDK can consist of simply a set of libraries which must be used in a specific way only by the client 

code and which can be compiled as normal, up to a set of binary tools which create or adapt binary 

assets to produce its (the SDK's) output. 

Engine 

An Engine (in computer science terms) is usually referred to a central, core part of a software system 

or subsystem. An engine also may be defined as software that facilitates automated processes, in 

which different software elements work interactively to minimize human intervention. Examples of 

software engines include relational database engines, workflow engines, inference engines and 

search engines. A common characteristic of software engines is metadata that provides models of 

the real data that the engine processes. Software modules pass data to the engine, and the engine 

uses its metadata models to transform the data into a different state. 

Application Programming Interface (API) 

An API offers up a contracted external interface to another piece of software (Client code to the API). 

More formally, an API is a set of rules ('code') and specifications that software programs can follow 

to communicate with each other. It serves as an interface between different software programs and 

facilitates their interaction, like the way the user interface facilitates interaction between humans and 

computers. APIs are extremely popular in the recent times as a pattern to overtake the 

interoperability limitations of the continuous creation and expansion of IT services. Other important 

driver of the API popularity is the creation of application-centric ecosystems, allowing third parties to 

create clients, use data and add value to the features of existing systems. 
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frameworks. Platform as a service (PaaS) is a category between these 2 in which cloud computing 

services provide a platform allowing customers to develop, run, and manage applications without 

the complexity of building and maintaining the infrastructure typically associated with developing and 

launching an app. PaaS can be delivered in two ways: as a public cloud service from a provider, 

where the consumer controls software deployment with minimal configuration options, and the 

provider provides the networks, servers, storage, OS, 'middleware' (i.e.; java runtime, .net runtime, 

integration, etc.), database and other services to host the consumer's application; or as a private 

service (software or appliance) inside the firewall, or as software deployed on a public infrastructure 

as a service. 

 

Figure 7 Cloud-based frameworks classification 

For the purposes of INTER-IoT, the platforms and infrastructure levels are relevant. 

Representative implementations 

The number of cloud based frameworks is extensive and in continuous growth4. The Eclipse IoT 

working group, IEEE IoT and AGILE IoT co-sponsored an online survey to understand how 

developers build IoT solutions5. 528 individuals participated between February 11 and March 25 

2016. 

 

Figure 8 IoT online survey Source: IEEE IoT 

                                                 
4 https://en.wikipedia.org/wiki/Category:Cloud_platforms  
5 http://iot.ieee.org/images/files/pdf/iot-developer-survey-2016-report-final.pdf  

https://en.wikipedia.org/wiki/Category:Cloud_platforms
http://iot.ieee.org/images/files/pdf/iot-developer-survey-2016-report-final.pdf
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In the following lines, some examples of popular cloud based frameworks are briefly commented. 

Amazon Web Services IoT6 

 Launched in late 2015, AWS IoT allows companies to use Amazon Web Services to meet IoT needs 

by combining device communications, security measures, and a number of versatile application 

program interfaces (APIs) with Amazon’s robust AWS cloud. Essentially, AWS IoT acts as a device 

gateway that facilitates messaging between IoT devices and the cloud. Amazon supplies clients with 

a device SDK that they can use to connect their devices to the gateway and communicate with the 

cloud using MQTT or HTTPS. The platform also creates what Amazon dubs a "device shadow," a 

persistent virtual representation of each individual device connected to the platform that takes note 

of metadata and the kinds of information the device can generate. Users are able to create rules that 

will send messages to other AWS services and prompt automated actions. AWS IoT’s main strength 

is the scale at which it operates within Amazon’s overall cloud portfolio and the additional services 

that it can leverage from that existing stable. 

Predix7 

GE developed the open-source platform for both internal and external industrial applications. Users 

can connect industrial machinery to data-collection devices, which then process and transmit data 

at the edge or transmit data directly to a cloud server for processing and analysis. Predix includes 

authorization and authentication protocols at both the device and application level for security, which 

is integral in the industrial settings where it is used. Users are able to run analysis algorithms in order 

to parse and read the data. They can also develop, deploy, and manage applications and services 

based around data collected through the industrial platform, allowing for highly customizable uses 

and various forms of automation. Additionally, users can create mobile apps to serve as dashboards, 

with which they can tap into the data outputs in real time and view data based upon their particular 

IoT setup and needs — like monitoring equipment or output levels, for example. 

Azure IoT8 

With a number of premade solutions that can be specifically altered to meet a company’s needs, 

Microsoft’s Azure IoT Suite enables companies to implement a cloud-based IoT solution with minimal 

development. The suite offers device SDKs to connect devices to the cloud and transmit operational 

data and statistics. The platform builds a database and allows users to engage in real-time analytic 

observations through SQL queries. Users can access an existing algorithm library to draw on others’ 

experiences and perform more informed predictive analysis. Azure also offers extensive device 

authentication security measures. 

Bluemix9 

A versatile and modular platform, IBM’s Bluemix allows companies interested in IoT deployments to 

employ a fully cloud-hosted, managed IoT platform. Bluemix can connect to existing devices or 

gateways through either the MQTT or HTTP protocols and transmit data in real time from a remote 

site to the cloud. It creates independent, scalable runtimes for each application on its cloud servers 

that can be accessed through a number of APIs, and leverages IBM’s Watson AI computing system 

to engage in real-time analytics. IBM also allows users to create their own applications within Bluemix 

to communicate information from the cloud to relevant users via a dashboard and display the analytic 

findings. 

                                                 
6 https://aws.amazon.com/iot  
7 https://www.ge.com/digital/predix  
8 https://azure.microsoft.com/suites/iot-suite/  
9 https://www.ibm.com/cloud-computing/bluemix/internet-of-things  

https://aws.amazon.com/iot
https://www.ge.com/digital/predix
https://azure.microsoft.com/suites/iot-suite/
https://www.ibm.com/cloud-computing/bluemix/internet-of-things


http://restfulapi.net/
http://roy.gbiv.com/untangled/2008/rest-apis-must-be-hypertext-driven


http://livy.incubator.apache.org./
http://www.django-rest-framework.org/
http://www.reactivemanifesto.org/
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RxJava 

RxJava15 is a lightweight (single-jar) library supporting reactive programming in Java. It offers and 

advocates functional programming techniques, including in-mutability and statelessness. RxJava is 

essentially a JVM implementation of the Reactive Extensions (ReactiveX), which builds upon the 

standard Observer pattern. 

Even though, Netflix participated in the Reactive Streams initiative from the very beginning, the 

RxJava 1.* implementation of streams does not directly comply with the RS standard. Interoperability 

between RS implementations and RxJava 1.* can be achieved with the help of  

RxJavaReactiveStreams module, though. The development of RxJava 2.* took a long time, but the 

second generation of the project has recently been published, offering full implementation of the RS 

standard. 

At the moment, the development of the library seems to concentrate mainly on the Android platform. 

Reactor 

Reactor Core 316, similarly to RxJava, is a small (single-jar), highly focused library directly 

implementing the Reactive Streams standard, adding many useful stream transformation-building 

mechanisms. There are two types of Publisher(s) in Reactor Core 3: a (0..N) Flux<T>, and (0|1) 

Mono<T>. The library requires Java 8 to operate. Prior to the version 3.0, Reactor was using RxJava 

for the stream processing, and wasn't RS standard compliant. 

An interesting feature of version 3 is that it also offers support for the native implementation of 

Reactive Streams coming in Java 9 (Flow API). 

The Reactor Core library is a core dependency for the coming Spring Framework 5, in particular, 

offering RS capabilities through the Spring Data 5 module. 

Akka streams 

According to the Akka streams project webpage17 “Akka is a toolkit and runtime for building highly 

concurrent, distributed, and resilient message-driven applications on the JVM”. Akka utilizes the 

Actor Model of concurrency. 

An actor is a lightweight primitive, able to communicate asynchronously with other actors in the 

system. Upon receiving a message an actor can react by sending a finite number of messages, 

spawning a finite number of new actors, and changing its own internal state. The model assumes no 

shared global state. 

With actors (both local and remote) as basic building blocks Akka offers a wide range of modules 

supporting construction of distributed systems. In particular the module akka-stream provides a large 

set of high-level tools for defining, constructing and managing reactive streams. The types 

Source<T,U>, Flow<S,T>, and Sink<T,U> are built on top of the Reactive Streams standard types 

Publisher<T>, Processor<S,T>, and Subscriber<T>.  The “extra type parameter” U provides a way 

of handling any auxiliary information that might be generated in addition to the data flow within the 

stream. 

Akka offers high-level DSLs for defining blueprints for streams, and a rich set of predefined 

transformations on streams. 

                                                 
15 https://github.com/ReactiveX/RxJava  
16 https://github.com/reactor/reactor-core  
17 http://doc.akka.io/docs/akka/2.5.3/scala/stream/index.html  

https://github.com/ReactiveX/RxJava
https://github.com/reactor/reactor-core
http://doc.akka.io/docs/akka/2.5.3/scala/stream/index.html
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Use in INTER-IoT 

Concepts of “stream of data” and “stream processing” seem very natural and fundamental for any 

Internet of Things application. Also, the principles of “reactivity” undeniably apply to the realm of IoT. 

The popularity/acceptance of the Reactive Streams standard increases, and will probably continue 

to do so in the future. Solutions for many popular data sources/stores are available at the moment 

and new ones are being created. Hence, a framework offering Reactive Streams as a tool/concept 

is well worth considering in the case of INTER-IoT. 

For a successful application within the INTER-FW, however, a framework definitely needs to provide 

more than just plain Reactive Streams support. Any INTER-IoT deployment will surely be distributed 

and will run on a (cloud) cluster. Therefore, the INTER-FW should also provide some flexible, high-

level mechanisms for defining/composing such deployments. A carefully designed DSL would 

probably be very helpful in this respect. 

Both Reactor and Akka Streams constitute a part of comprehensive frameworks – Spring Framework 

and Akka respectively. RxJava 2.*, on the other hand, is a targeted library offering “just” an 

implementation of Reactive Streams standard, together with some tooling. 

Taking the above into account, we should probably narrow our choice to Reactor vs Akka Streams, 

or rather Spring vs Akka. Both frameworks provide comprehensive sets of tools for building 

distributed applications, and support microservice architecture. Spring has an undeniably longer 

history, but Akka is definitely a mature project as well. Both frameworks have vibrant user 

communities, and are actively maintained. Out of the two Akka seems to be more coherent and 

compact in design. It also offers high-level DSLs which INTER-FW might successfully utilize/extend. 

Some of the principles of reactive programming are successfully used in the design and 

implementation of MW2MW layer (Intermw), while not following a specific framework. 

1.3.5 SOA-based frameworks 

The concept of Service-Oriented Architecture is a software design where services can be accessed 

by other software components using a communication protocol over the network. These services 

implement protocols that describe how to send and parse message using description metadata. A 

service can be defined as a software unit piece with a functionality that can be accesses remotely 

and acted upon and updated independently, these services have four main properties: 

1. It logically represents a business activity with a specified outcome. 

2. It is self-contained. 

3. It is a black box for its consumers 

4. It may consist of other underlying services. 



https://www.w3.org/TR/ws-arch/#WSDL
https://www.w3.org/TR/ws-arch/#SOAP
https://www.w3.org/2001/sw/wiki/REST
https://opcfoundation.org/developer-tools/specifications-unified-architecture
https://msdn.microsoft.com/en-us/library/hh128109.aspx
https://thrift.apache.org/
http://sorcersoft.org/project/site/


https://www.osgi.org/
http://www.eclipse.org/equinox
http://www.eclipse.org/concierge
http://www.felix.apache.org/
http://www.karaf.apache.org/
https://wiki.eclipse.org/Swordfish_Documentation:_Architecture:_Interceptor_Framework
http://wso2.com/products/carbon
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This added value is an environment where future developer can implement a new service included 

within INTER-FW to be used by one or more interoperability solutions. So that, the modularity that 

Service Oriented Architecture provides makes easier this extension. 

  

DASHBOARDS 

STATISTICS 

SERVICES 

EXTENDED FUNCTIONALITIES 

REST REST REST REST REST REST 

Figure 12 SOA Aspects in INTER-IOT 
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2 INTER-FW Analysis 

 Analysis overview 

The analysis of INTER-FW has been a process to transform user and technical requirements 

gathered mainly in WP2 activities and consolidated with WP3/WP4 activities into technical 

specifications to enable the implementation of all the components composing the framework. 

Initially, all requirements affecting INTER-FW and INTER-API were extracted and analysed, 

considering the initial version of the meta-model and meta-architecture (D4.1) and the intial results 

of the INTER-LAYER (D3.1). After this, all the use cases were extracted according to the features 

identified, and analyzed in a structured document by all the partners participating in the task. Inputs 

from WP3/WP5 task leaders were also received to allow a good integration of INTER-FW with other 

ongoing developments and to design the set of tools coherently to the rest of technical tasks.  

After this, a mock-up of the front-end was also developed in collaboration of all the partners. The 

mock-up is available online in the INTER-IoT repository (https://git.inter-iot.eu/Inter-

IoT/framework/src/master/design). Once the mock-up was validated by partners and stakeholders, 

an analysis of the backend was made, including the security aspects of the web application and the 

credentials brokerage needed to  manage the security and privacy of the connected platforms. UML 

Class diagrams have been used as supporting tool to depict the different models in the INTER-FW 

web application and tooling. 

These design documents are available in the project git, currently accessible only to project partners 

and open call winners. The following sections gather the results of these activities. 

 Use cases and sequence diagrams 

In the analysis of the INTER-FW, all the functionalities and/or use cases extracted from the 

requirements have been identified and analysed in depth before beginning any development. Use 

cases are described as a story that facilitates the identification of the users, their motivation, and the 

action they take to solve a problem. The template used to describe this history is the following [2] 

(agile user story template): 

As a <role of the user, e.g. INTER-IoT Third Party Developer> 

I want to <user motivation, e.g. add a device to an existing gateway> 

So that <goal/benefit/value e.g. I can interoperate my device with other existing in my office> 

Finally, a sequence diagram has been made for each of the use cases of identified, in which you 

can see the different actions that must be carried out among the proposed menus. 

 

2.2.1 Log In 

As an IoT platform administrator, I want to authenticate myself on the INTER-IoT environment, so 
that I’m able to exploit the available platform functionalities according to my permissions. 

https://git.inter-iot.eu/Inter-IoT/framework/src/master/design
https://git.inter-iot.eu/Inter-IoT/framework/src/master/design
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Preconditions User is already registered, so he has INTER-IoT credentials (user & password). 

Steps 1. Go to the page containing the authentication module 
2. Insert user credentials (a link is available for unregistered users, which are 

re-direct to a registration form) 
3. Confirm the operation 

Verification Credentials match and user is redirected to a customized page (in case of 
unsuccessful login, user is invited to re-insert credentials or to start the password 
recovery procedure -- a new password is sent to his/her registered email address. 
After the fifth unsuccessful attempt, login functionality is temporarily disabled for 
security reasons, user have to wait 30 minutes and portal administrator is notified 
through an email). 

Postconditions User can operate accordingly to his/her permissions. 
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2.2.2 API/Token generation 

As an IoT integrator, I want a Rest API to integrate my services in the INTER-IoT environment so 

that the services can interoperate with other IoT platforms. 

 
 

Preconditions - 

Steps 1. Login in the system 
2. Access to the configuration menu. Use the old key/token to confirm your 

privileges 
3. Ask for a new key/token 
4. Copy the new token 

Verification - 

Postconditions The new key/token can be used to access the APIs. 

 

2.2.3 Add a new platform  

As an IoT platform administrator, I want to add my platform to the INTER-IoT environment, so that 

the platform can interoperate with other platforms. 
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Preconditions - 

Steps 1. Login in the system 
2. Access to the platform menu with the list of all the registered platforms 
3. Select the button to create a new platform 
4. Complete the mandatory and optional fields 
5. Save the data 

Verification If any of the mandatory fields are not complete, the system requires to fill it in. 
The urls and ports are checked when the platform is created. If any of them has 
not connectivity, the system requires changing it. 
After the platform is created, it need a proper bridge to interoperate. If it does not 
exist a bridge for this kind of platform, it is necessary to include it. 
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Postconditions The new platform can be used from the webapp 

 

2.2.4 Update platform configuration  

As an IoT platform administrator, I want to change my platform configuration, so that the new 

parameters are updated. 

 
 

Preconditions The platform is already registered in the system 

Steps 1. Login in the system 
2. Access to the platform menu with the list of all the registered platforms 
3. Search the platform you want to update in the list and select the update 

button 
4. Update all the needed fields 
5. Save the data 

Verification If any of the mandatory fields are not complete, the system requires to fill it in. 
The urls and ports are checked when the platform is created. If any of them has 
not connectivity, the system requires changing it. 
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Postconditions The updated platform can be used from the webapp 

 

2.2.5 Remove a platform  

As an IoT platform administrator, I want to remove my platform from the INTER-IoT environment, so 

that the data is now confidential. 

 
 

Preconditions The platform is already registered in the system 

Steps 1. Login in the system 
2. Access to the platform menu with the list of all the registered platforms 
3. Search the platform you want to update in the list and select the remove 

button 
4. Confirm that you are sure to remove the platform 

Verification If there is any problem during the removal process, the platform is restored. 
All the platform or devices subscribed to data of the platform are notified of its 
removal 

Postconditions The platform cannot be used from the webapp anymore 
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2.2.6 Add or register a virtual instance of a gateway  

As a user who desires to install the INTER-IoT Gateway solution in my small-scale deployment (e.g. 

devices from my smart home) to access its information from the same User Interface. In such case, 

the data from my Bluetooth devices and data from Wi-Fi devices can be stored in the same database 

and accessed from the same UI (that could be a GUI). 

 
 

Preconditions - 

Steps 1. User logs in and access virtual gateway page 
2. User adds virtual gateway and fills requirements 

Verification User is notified upon gateway registration, whether it is successful of not. 

Postconditions If the operation was successful, the user can use the newly added gateway. Else, 
the state of the system remains unchanged. 

 

2.2.7 Update configuration of a virtual instance of a gateway  

As a user who desires to configure the INTER-IoT Gateway solution in my small scale deployment 

(e.g. devices from my smart home) to access its information from the same User Interface. I want to 

custom configure the parameters of my gateway (virtual instance). So that I can change some 

parameters such as the size of the storage buffer of data, the time slot for pooling information, choose 

the platform to configure, etc. 
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Preconditions Virtual instance of the gateway is in the system 

Steps 1. User logs in and access virtual gateway page 
2. User chooses a virtual gateway instance 
3. User modifies virtual gateway parameters 

Verification User is notified upon gateway modification, whether it is successful of not. 

Postconditions If the operation was successful, the user can use the changed gateway. Else, the 
state of the system remains unchanged. 

 

2.2.8 Remove a virtual instance of a gateway 

As a User with a deployed INTER-IoT GW solution I want to remove an instance of the virtual GW 

to create another one or to eliminate the deployment of my system. So that, I can reinstall it in 

somewhere else or just remove it to create a fresh new instance of the virtual GW. 
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Preconditions Virtual instance of the gateway is in the system, and is not in use. 

Steps 1. User logs in and access virtual gateway page 
2. User chooses a virtual gateway instance 
3. User removes virtual gateway 

Verification User is notified upon gateway removal, whether it is successful of not. 

Postconditions If the operation was successful, the user cannot use the removed gateway. Else, 
the state of the system remains unchanged. 

 

2.2.9 Connect services with AS2AS tool 

As a user who has two or more IoT platforms deployment, I want to connect two services from these 

different platforms, so that I can create a composite service using the output of one service as the 

input for the other. 
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Preconditions The deployed environment with the AS2AS solution installed and running the 
INTER-IoT Node-RED version. 
To have installed the nodes that provide the access to the desired services. 
To have installed the nodes that facilitate the conversion of formats/protocols 
from the output of one of them to the input of the other. 
To have IoT Platforms configured 

Steps 1. As INTER-FW portal has embedded the INTER-IoT AS2AS solution, you 
must access this portal, with the authentication access rights. 

2. Then you drag and drop the first node (service) and complete the 
configuration parameters needed to access this service. 

3. Later, you drag and drop the second service and configure it as well. 
4. Then, you can drag and drop a function node to connect the first service to 

the second. 
a. If the code of the connector is not already implemented, the user 

should write a short function to extract the values from the output 
of the first service to use it as the input of the later one. 

5. Deploy the flow created. 
6. If necessary, start the running of the initial service. 

Verification The deploy does not return error. 
The correct execution of the flow that imply the data coming from the first service 
is used correctly as an input for the second one to carry out a specific task. 
Use a debug node to verify the correct operation. 

Postconditions A composite service has been created that can be used isolated or to compose 
new composed services. 
The user can provide different inputs to the first service to see how affects the 
second one. 
The second service is fed with the information of the first one. 
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2.2.10 List permissions 

As an INTER-IoT Administrator, I want to list permissions previously granted, so that a summary of 
the granted permissions is displayed. 

 
 
Preconditions User is an INTER-IoT Administrator. 

Steps 0. User browses to the INTER-FW admin. 
1. User logs in (see 2.2.1) 
2. Permission is granted and browser shows the Main Page 
3. User clicks on the platforms tab.  
4. The list of platforms is shown on screen. 
5. User select the platform to list its permissions. 
6. The list of platform details is returned. 
7. User selects the option “List permissions” 
8. List of permission assignment is returned and shown on screen. 

Verification Permissions for the selected user(s) are displayed 

Postconditions none 
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2.2.11 Manage platform permissions 

 

Preconditions User is an INTER-IoT Administrator. 

Steps 0. User browses to the INTER-FW admin <url> 
1. User logs in (see 2.2.1) 
2. Permission is granted and browser shows the Main Page 
3. User clicks on the platforms tab.  
4. The list of platforms is shown on screen. 
5. User selects the platform to manage permissions. 
6. The list of platform details is returned. 
7. User selects the option “List permissions”  
8. List of permission assignment is returned and shown on screen. 
9. Permission management actions 

1. Add permission action 
1. User selects “Add” permission action and enters the data 

for the new permission (User, Rights, Actions) 
2. After a successful action the screen is updated with the 

new permission. In case of error, the error is displayed. 
2. Edit permission action 

1. User selects “Edit” permission action and changes the data 
for an existing permission (Rights, Actions) 

2. After a successful action the screen is updated. In case of 
error, the error is displayed. 

3. Revoke permission action 
1. User selects “Revoke (delete)” permission action. 
2. After a successful action the screen is updated with the 

new permission. In case of error, the error is displayed. 

Verification Permissions for the selected user(s) updated 

Postconditions none 
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2.2.12 List IPSM instances 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

get information on what alignments are active (used) in the IPSM deployment, so that I can verify 

the configuration. 
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Preconditions - 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Go to IPSM Configuration view 
4. Registered IPSM instances are displayed in the table with actions 

available for each row 

Verification The table with registered instances  is successfully populated. 

Postconditions Selected registered instance provides context for operation related to alignments 
and translation channels within IPSM. 

 

2.2.13 Register IPSM instance 

As an INTER-IoT administrator and I want to register existing IPSM installation to be able to interact 

with it via INTER-FW Portal. 
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Preconditions 1. Have a host and port of IPSM REST API. 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select IPSM Configuration view 
4. Fill in parameters describing IPSM instance to be registered 
5. Select Register IPSM instance operation 

Verification Newly registered IPSM instance is listed in the registered IPSM instances table. 

Postconditions Selected registered instance provides context for operation related to alignments 
and translation channels within IPSM. 

 

2.2.14 Unregister IPSM instance 

As an INTER-IoT administrator I want to unregister existing IPSM installation since I no longer want 

to interact with it via INTER-IoT FW Portal. 
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Preconditions 1. Have a host and port of IPSM REST API. 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select IPSM Configuration view 
4. Select Remove operation next to the row with an entry representing IPSM 

instance that is to be unregistered 

Verification Removed IPSM instance is not listed in the registered IPSM instances table. 

Postconditions IPSM instance is no longer attached to the INTER-IoT deployment. 
 

2.2.15 List alignments in IPSM 

AS an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

get information on what alignments are active (used) in the IPSM deployment, so that I can manage 

this alignments or prepare a configuration for a new translation channel. 
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Preconditions 1. Know the host and port of IPSM instance for which alignments are to be 
listed 

Steps 1. Log into INTER-IoT Portal 
2. Go to Semantics page to access IPSM configuration 
3. On IPSM Configuration view mark IPSM instance for which alignments 

will be listed 
4. Select IPSM Alignments view 
5. The GET operation of IPSM REST API is invoked 
6. The response with json content is returned. 

a. If status 200 is returned then table is successfully populated with 
available alignments information 

b. Otherwise, error message returned in response is displayed to the 
user 

7. Available alignments are displayed in the table with actions available for 
each row 

Verification The table with active alignments containing information about identifier, source 
ontology, target ontology, author, version, comment  is successfully populated. 

Postconditions Returned alignments can be used to create channels or get/view/delete selected 
alignment. 

 

2.2.16 List alignments in Semantic Repository 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner and I want 

to get information on what alignments are available in the Semantic Repository, so that I can manage 

them (download, view, delete, add a new version) or verify available alignments to be added to a 

specific IPSM instance. 
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Preconditions - 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select IPSM Alignments view 
4. The GET operation of IPSM Semantic Repository REST API is invoked 
5. The response with json content is returned. 

a. If status 200 is returned then table is successfully populated 
b. Otherwise, error message returned in response is displayed to the 

user 
6. Available alignments are displayed in the table with actions available for 

each row 

Verification The table of available alignments containing information about identifier, source 
ontology, target ontology, author, version, description, upload date is successfully 
populated. 

Postconditions Returned alignments can be used to create channels or get/view/delete selected 
alignment. 

 

2.2.17 Add a new alignment to Semantic Repository 

As a semantic engineer working for a IoT Platform owner that has integrated a platform into an 

INTER-IoT ecosystem, or as an INTER-IoT administrator. I want to publish an alignment to be 

available within INTER-IoT deployment. 
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Preconditions 1. Have a new platform to integrate with INTER-IoT (platform is not natively 
supported) 

2. NP has an API supporting the basic integration features 
3. Have an alignment file persisted in IPSM alignment format. Preconditions 

for creating alignment: have the platform ontology (existing or created 
based on INTER-IoT methodology) and the central ontology used in 
INTER-IoT deployment. 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Alignments Repository view 
4. Upload or drag&drop from local computer an alignment file 
5. Select Add alignment operation 
6. The PUT operation of Semantic Repository REST API is invoked 
7. The response with json content is returned 

a. If status 200 is returned then message that alignment has been 
uploaded successfully is displayed 

b. Otherwise, error message return in the response is displayed to 
the user 

Verification The alignment file is successfully uploaded to Semantic Repository and 
confirmation of success is returned by Semantic Repository API and displayed to 
the user. Newly uploaded alignment is listed in the available alignments table. 

Postconditions Alignment is available in Semantic Repository and can be added to specific IPSM 
instance. 
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2.2.18 Add a new alignment to IPSM 

As a semantic engineer working for a IoT Platform owner and I want to integrate my platform with 

INTER-IoT ecosystem at the semantic level, so that I can translate data between my platform’s 

semantics and semantics of the other platform that is available in the INTER-IoT ecosystem. 

 
 

Preconditions  
1. Know which alignment from Semantic Repository should be added to an 

IPSM instance 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. On IPSM Configuration view mark IPSM instance for which alignment will 

be added 
4. Select IPSM Alignments view 
5. From a list of alignments available in the repository select the one that is 

to be added to IPSM instance 
6. Select Add alignment operation 
7. The PUT operation of IPSM REST API is invoked 
8. The response with json content is returned 

a. If status 200 is returned then message that alignment has been 
uploaded successfully is displayed 

b. Otherwise, error message return in the response is displayed to 
the user 

Verification The alignment file is successfully uploaded to IPSM and confirmation of success 
is returned by IPSM API and displayed to the user. Newly uploaded alignment is 
listed in the available alignments table. 
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Postconditions Alignment is available in IPSM alignments repository and can be used to create 
translation channels. 

 

2.2.19 Delete an alignment from IPSM 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

remove an alignment between ontologies that is no longer used in any translation process. 

 
 

Preconditions 1. Know details of an alignment that is to be deleted (identifier, or source 
and target ontology) 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. On IPSM Configuration view mark IPSM instance for which alignment will 

be deleted 
4. Select IPSM Alignments view 
5. Filter the table of available alignments by identifier, source or target 

ontology, author, version, or comment 
6. Select Delete action for a specific alignment entry 
7. Confirm the operation 
8. The DELETE operation of IPSM REST API is invoked 
9. The response with json content is returned 

a. If status 200 is returned then message confirming than an 
alignment has been deleted is returned 
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b. Otherwise, error message returned in response is displayed to the 
user (e.g. when alignment is used in any active translation 
channel) 

Verification Confirmation of successful deletion of an alignment with a given identifier is 
returned by IPSM API. 

Postconditions List of available alignments does not contain deleted alignments and it is no 
longer available to be used in channel creation. 

 

2.2.20 Delete an alignment from Semantic Repository 

As an INTER-IoT administrator I want to remove an alignment between ontologies that is no longer 

used in any translation process in any IPSM instance. 

 
 

Preconditions 1. Know details of an alignment that is to be deleted (identifier, or source 
and target ontology) 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Alignments Repository view 
4. Filter the table of available alignments by identifier, source or target 

ontology, author, version, or comment 
5. Select Delete action for a specific alignment entry 
6. Confirm the operation 
7. The DELETE operation of Semantic Repository REST API is invoked 
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8. The response with json content is returned 
a. If status 200 is returned then message confirming than an 

alignment has been deleted is returned 
b. Otherwise, error message returned in response is displayed to the 

user 

Verification Confirmation of successful deletion of an alignment with a given identifier is 
returned by the API. 

Postconditions List of available alignments does not contain a deleted alignment and it is no 
longer available to be added to IPSM instance. 

 

2.2.21 Delete an ontology from Semantic Repository 

As an INTER-IoT administrator I want to remove an ontology from the Semantic Repository so that 

it cannot be used as a support in alignment creation. This can happen with a platform’s ontology e.g. 

when a platform is removed from the INTER-IoT ecosystem. 

 
 

Preconditions 1. Know details of an ontology that is to be deleted (identifier, or base URI) 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Ontology Repository view 
4. Filter the table of available ontologies 
5. Select Delete action for a specific ontology entry 
6. Confirm the operation 
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7. The DELETE operation of Semantic Repository REST API is invoked 
8. The response with json content is returned 

a. If status 200 is returned then message confirming than an 
alignment has been deleted is returned 

b. Otherwise, error message returned in response is displayed to the 
user 

Verification Confirmation of successful deletion of an ontology with a given identifier is 
returned by the API. 

Postconditions List of available ontologies does not contain a deleted ontology. 
 

2.2.22 Get an alignment from IPSM 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

retrieve an alignment between ontologies that has been uploaded to the IPSM instance so that I can 

verify it or create a new version/alignment based on it. 

 
 

Preconditions 1. Know an identifier (or source and target ontologies URIs) of an alignment 
that is to be retrieved 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
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3. On IPSM Configuration view mark IPSM instance for which alignment will 
be retrieved 

4. Select IPSM Alignments view 
5. Filter the table of available alignments by identifier, source or target 

ontology, author, version, or comment 
6. Select Get action for a specific alignment entry 
7. The GET operation of IPSM REST API is invoked 
8. The response is returned 

a. In case of success a content with an alignment is returned 
b. Otherwise, error message from the response is displayed to the 

user 

Verification The alignment with a specified identifier is returned to the user. 

Postconditions The alignment can be used by the user as a basis to introduce modifications. 
 

2.2.23 View an alignment from IPSM 

I am an INTER-IoT administrator or a developer working for integrated IoT Platform owner and I want 

to view an alignment between ontologies that has been uploaded to the IPSM deployment. 

 
 

Preconditions 1. Knowa n  identifier (or source and target ontologies URIs) of an alignment 
that is to be viewed 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page  to access IPSM configuration 
3. On IPSM Configuration view mark IPSM instance which alignment will be 

viewed 
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4. Select IPSM Alignments view 
9. Filter list of alignments by identifier, source or target ontology, author, 

version, or comment 
5. Select View action for a selected alignment entry 
6. The GET operation of IPSM REST API is invoked 
7. The response is returned 

a. In case of success,  a content with alignment is returned 
b. Otherwise, error message from the response is displayed to the 

user 
8. A new tab is open with an alignment viewer displaying a retrieved 

alignment 

Verification The alignment with a specified identifier (or source and target ontologies URIs 
)  is opened for viewing to the user. 

Postconditions The alignment can be used by the user to investigate the details of semantic 
translation. 

 

2.2.24 List active IPSM translation channels 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

get information on what channels are active in the IPSM deployment. 

 
 

Preconditions - 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. On IPSM Configuration view mark IPSM instance for which channels will 

be listed 
4. Select IPSM Translation Channels view 
5. The GET operation of IPSM REST API is invoked 
6. The response with json content is returned 
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a. If status 200 is returned then table with active channels is 
successfully populated 

b. Otherwise, error message returned in response is displayed to the 
user 

7. Active channels are displayed in the table with actions available for each 
row 

Verification The list of channels is returned to the user containing information about identifier, 
source, target, input alignment and output alignment. 

Postconditions - 
 

2.2.25 Create a new translation channel in IPSM 

As a semantic engineer working for a IoT Platform owner I want to integrate my platform with INTER-

IoT ecosystem at the semantic level, so that I can translate data between my platform’s semantics 

and semantics of the other platform that is available in the INTER-IoT ecosystem. 

 
 

Preconditions Know identifiers of two alignments (from source to central ontology, from central 
to target ontology) that are available in the IPSM instance. 
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Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. On IPSM Configuration view mark IPSM instance for which channels will 

be created 
4. Select IPSM Translation Channels view 
5. Enter channel’s source and target names, and select identifiers of input 

and output alignments 
6. Select Add channel operation 
7. The PUT operation of IPSM REST API is invoked 
8. The response with json content is returned 

a. If status 200 is returned then a message that a channel has been 
successfully created is displayed 

b. Otherwise, error message returned in response is displayed to the 
user 

Verification The channel is successfully created in IPSM and confirmation of success is 
returned by IPSM API and displayed to the user .The list of active translation 
channels contains the newly created channel.  

Postconditions The translation channel can be used by other INTER-IoT components. 
 

2.2.26 Delete a translation channel in IPSM 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

remove a translation channel that is no longer used in any translation process. 
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Preconditions 1. Know an identifier (or other identifying data) of a channel that is to be 
deleted 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. On IPSM Configuration view mark IPSM instance which channel will be 

deleted 
4. Select IPSM Translation Channels view 
5. Filter the table of active channels by identifier (or any other data that can 

be used to identify the channel) 
6. Select Delete action for a specific channel entry 
7. Confirm the operation 
8. The DELETE of IPSM REST API is invoked 
9. The response with json content is returned 

a. If status 200 is returned then message confirming than a channel 
has been deleted is returned 

b. Otherwise, error message returned in response is displayed to the 
user 

Verification Confirmation of successful deletion of a channel with a given identifier is returned 
by IPSM API. The channel is no longer visible in the table with active translation 
channels. 

Postconditions List active channels operation does not return deleted channel. 
 

2.2.27 List ontologies in Semantic Repository 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

get information on what ontologies are available in the Semantic Repository so that I can use them 

to create an alignment between them. 

 
 

Preconditions - 
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Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Ontology Repository view 
4. The Semantic Repository API is invoked 
5. The response is returned 

a. In case of success, the table with available ontologies is 
successfully populated 

b. Otherwise, error message returned in response is displayed to the 
user 

6. Available ontologies are displayed in the table with actions available for 
each row 

Verification The list of ontologies is returned to the user. 

Postconditions - 
 

2.2.28 View an ontology in Semantic Repository 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

quickly get information on the details of an ontology available in the INTER-IoT ecosystem. 

 
 

Preconditions 1. Know an identifier or a base URI of an ontology that is to be viewed 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Ontology Repository view 
4. Filter list of ontologies by any field in table header 
5. Select View operation for a selected ontology entry 
6. The Semantic Repository API is invoked 

a. In case of success an ontology file is returned 
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b. Otherwise, error message from the response is displayed to the 
user 

7. A new tab is opened with an ontology viewer 

Verification The ontology with a specified URI  is opened for viewing to the user. 

Postconditions The ontology can be used by the user to investigate the details of data 
representation specific for a given platform or IPSM. 

 

2.2.29 View an alignment in Semantic Repository 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

get information on the details of an alignment available in the Semantic Repository of INTER-IoT 

ecosystem. 

 
 

Preconditions 1. Know identifying information for an alignment (e.g. identifier, or source 
and target ontology) 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Alignments Repository view 
4. Filter list of alignments by any field in table header (identifier, source or 

target ontology, author, version, or comment) 
5. Select View operation for a selected alignment entry 
6. The Semantic Repository API is invoked 

a. In case of success an ontology file is returned 
b. Otherwise, error message from the response is displayed to the 

user 
7. A new tab is opened with an alignment viewer 
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Verification The alignment is opened for viewing to the user. 

Postconditions The alignment can be used to configure IPSM instance. 

 
 

2.2.30 View an alignment history in Semantic Repository 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

get information on the changes of an alignment available in the Semantic Repository of INTER-IoT 

ecosystem. 

 
 

Preconditions 1. Know identifying information for an alignment (e.g. identifier, or source 
and target ontology) 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Alignments Repository view 
8. Filter list of alignments by any field in table header (identifier, source or 

target ontology, author, version, or comment) 
4. Select History operation for a selected alignment entry 
5. The Semantic Repository API is invoked 

a. In case of success an ontology file is returned 
b. Otherwise, error message from the response is displayed to the 

user 
6. A history of alignments sorted by version is displayed. 

Verification A history of alignments sorted by version is displayed. 

Postconditions - 
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2.2.31 Get an ontology from Semantic Repository 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

get an ontology so that I can create alignments from my platform. 

 
 

Preconditions 1. Know an identifier or a base URI of an ontology that is to be viewed 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Ontology Repository view 
4. Filter list of ontologies by any field in table header 
5. Select Download action from for a selected entry with available ontologies 

(central ontology(ies) is highlighted)  
6. The Semantic Repository API is invoked 
7. The response is returned 

1. In case of success an ontology file is returned 
2. Otherwise, error message from the response is displayed to the 

user 

Verification The ontology available in the Semantic Repository  is returned to the user. 

Postconditions The ontology can be used to prepare alignments between IoT platform ontology 
and central ontology to be used in the translation process. 
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2.2.32 Get an alignment from Semantic Repository 

As an INTER-IoT administrator or a developer working for integrated IoT Platform owner I want to 

get an alignment available in the Semantic Repository so that I can verify it before adding to IPSM 

instance or create a new version/alignment based on it. 

 
 

Preconditions 1. Know identifying information for an alignment (e.g. identifier, or source 
and target ontology) 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Alignments Repository view 
4. Select Download action from for a selected entry.  
5. The Semantic Repository API is invoked 
6. The response is returned 

a. In case of success an ontology file is returned 
b. Otherwise, error message from the response is displayed to the 

user 

Verification The alignment available in the Semantic Repository  is returned to the user. 

Postconditions The alignment can be used to configure an IPSM instance or as a basis for a new 
alignment. 

 

2.2.33 Add a new ontology to Semantic Repository 

As a semantic engineer working for a IoT Platform owner I want to integrate my platform with INTER-

IoT ecosystem at the semantic level, so that I can translate data between my platform’s semantics 



 Interoperable IoT framework Model and Engine v1 

66 
 

and semantics of the other platform that is available in the INTER-IoT ecosystem. To enable easier 

alignment creation I want to make the ontology of my IoT platform available to other users. If I am 

an INTER-IoT administrator I want to upload a central ontology, to enable others to define alignments 

to/from it. 

 
 

Preconditions 1. Have a file with the ontology that is to be uploaded to the Semantic 
Repository 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Ontology Repository view 
4. Drag&drop or upload the ontology file 
5. Fill additional parameters describing the ontology 
6. Select Add ontology operation 
7. The Semantic Repository API is invoked 
8. The response is returned 

a. In case of success, a message that the ontology has been 
successfully added is displayed 

b. Otherwise, error message returned in response is displayed to the 
user (e.g. ontology with such base URI is already added) 

Verification The ontology is successfully added to the Semantic Repository and confirmation 
of success is returned by the API and displayed to the user. The list of available 
ontologies contains the newly added ontology.  

Postconditions The ontology can be used by downloaded and viewed by INTER-IoT users. 
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2.2.34 Add a new alignment to Semantic Repository 

As a semantic engineer working for a IoT Platform owner I want to integrate my platform with INTER-

IoT ecosystem at the semantic level, so that I can translate data between my platform’s semantics 

and semantics of the other platform that is available in the INTER-IoT ecosystem. After preparing an 

alignment I want to make it available in the Semantic Repository to be able to add it to IPSM 

instances and reuse. 

 
 

Preconditions 1. Have a file with the alignment that is to be uploaded 

Steps 1. Log into INTER-IoT FW Portal 
2. Go to Semantics page to access IPSM configuration 
3. Select Alignments Repository view 
4. Drag&drop or upload the alignment file. 
5. Select Add alignment operation 
6. The Semantic Repository API is invoked 
7. The response is returned 

a. In case of success, a message that the alignment has been 
successfully added is displayed 

b. Otherwise, error message returned in response is displayed to the 
user 

Verification The alignment is successfully added to Semantic Repository and confirmation of 
success is returned by the API and displayed to the user. The list of available 
alignments contains the newly added alignment.  

Postconditions The alignment can be used by downloaded, viewed and added to IPSM instances 
by INTER-IoT users. 
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2.2.35 Add a new alignment to Semantic Repository 

I am a semantic engineer working for a IoT Platform owner and I want to integrate my platform within 
INTER-IoT at the semantic level, so that I can translate data between my platform’s semantics and 
semantics of the other platform that is available in the INTER-IoT ecosystem. After preparing an 
alignment I want to make it available in the Semantic Repository to be able to add it to IPSM 
instances and reused. 

 
 

2.2.36 Change user data 

As an INTER-IoT administrator, I want to be able to access and modify user data, so that changes 

can be made to ensure the good functioning of all processes. 
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Preconditions 
 

Steps 1. User logs in and access its personal user data page 
2. User modifies its information data 

Verification User is notified upon data change, whether it is successful of not. 

Postconditions If the operation was successful, the user data is up to date. Else, the state of the 
user data remains unchanged. 

 

2.2.37 Set up QoS requirements 

As an Inter-IoT administrator, I want to be able to modify QoS parameters for the virtual SDN network 

to satisfy requirements of an application. 
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Preconditions At least one switch is running in the network and configured in the portal 

Steps 1. Go to the network tab  
2. Go to the sub-tab of QoS 
3. Insert the configuration of the QoS parameter (meter, queue or rule) 

including the ID of the switch where you want to include the parameter. 
4. POST the configuration and wait for the success reply. 

Verification In first place, a success message should appear once you include the QoS 
parameter in the system, later if you list the indicated parameter a new entry 
should appear. Thus, the switch in which this parameter is configured should act 
consequently. 

Postconditions After the inclusion of the parameter, the network should keep working 
under this specification. 

 

2.2.38 Visualize SDN topology changes 

As an Inter-IoT administrator, I want to be able to vizualise the topology changes occuring within the 

SDN network in order to monitor and adapt the virtual network. 
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Preconditions User is already registered. 
At least one switch is running in the network. 

Steps 1. Go to the network tab  
2. Go to the sub-tab of topology and observe the topology 
3. Click in any of the nodes to obtain information about the node 
4. If it is needed go to the sub-tab of statistics and check and configure the 

parameters inside the switches 
5. POST the configuration changes and wait for the success reply. 

Verification In first place, a success message should appear once you configure something 
within a switch of the network, later if you list the virtual network devices a new 
entry should appear. Thus, the switch in which this parameter is configured 
should act consequently and if there is a topology change this one can be 
observed through the topology tab. 

Postconditions After the inclusion of the parameter, the network should keep working 
under this specification and you can observe the changes in the topology. 

 

 Back-end analysis  

The INTER-FW web application delegates a great part of its features in the LIIs APIs. However, to 

bring practical features that may eventually let the INTER-IoT to understand and manage the 

concepts of multilayer interoperability of IoT Platforms, some back-end operations are needed. 

In general, back-end operations are those which take on the features serving, transforming and 

persisting the data of the application. 

2.3.1 Requirements 

A set of requirements were identified related to the back end of the INTER-FW in the initial stages 
of the project. Since the definition of the layers, the scenarios and, in some cases, the global 
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functionality have been slightly modified, some extra requirements and modifications have been 
added at the end to cover all the features planned. 
 
The complete list of requirements affecting the back end is as follows. To have a complete 
description of these requirements, see Annex I. 
 

Title Id 

Scalability. Computing resources  3 

Extensibility  10 

Remote device control  26 

System security  27 

System privacy  28 

API for third-party developers  47 

API for data publication  51 

API REST  52 

Auditability and Accountability  58 

Constraints on processing of personal data  61 

Constraints on processing of personal and health data 62,143,145,146,152 

Provision of authentication credentials  63 

Confidentiality  69 

Users manage how their public data is seen  77 

Use of standards  123 

Adaptability  125 

Portability  132 

QoS Integration  142 

Design of required ontologies  186 

Integration with legacy systems  188 

IDEs and APIs for rapid new applications development  199 

Each data unit is identified univocally  254 

Each sensor has a unique INTER-IoT identifier  256 

The INTER-IoT unique ID is used to find the platform-specific ID of the device  257 

Manage user permission  260 

Manages group-based permissions  262 

Access to personal data needs to be previously authorized  263 

API allows create/update/remove users  264 

API allows device declaration and configuration  264 

API allows resources/capabilities discovery  266 

API allows historic data query  268 

API allows subscription to data streams/queues  270 

Stores recent data for recovery  272 

Stores system status for recovery  273 

Time triggers  276 

Indivisibility  277 

Future-proof  278 

Requests filtering 280 

Map publish/subscription between platforms in the middleware 282 

Manage a sensor or actuator 283 

Table 1 Backend related user requirements 

2.3.2 UML class diagrams 

In this section, there are represented the different models (entity models) that will be needed to 
accomplish the requirements, use cases and sequence diagrams reviewed in the previous sections 
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in the case of the INTER-FW Web Console. Considering the modularity of the application, these 
models are divided in each of the different layers managed in the application, in addition to the user’s 
model. Once implemented, these models will be the basis of the storage objects to make information 
such as instant status or current configuration persistent in database. 
 
The diagrams are represented in UML class style. They represent basic relations among entities. To 
represent enumerations, a prefix (enum) is used as well as a light blue background. The level of 
detail of the entity fields is different depending on the degree of maturity of each Web Console section 
by the moment of writing this document. As mentioned, the basic input to achieve these documents 
comes from previous subsection 2.3.1 and the front-end analysis (sect. 2.4). 

2.3.2.1 D2D Layer 

The ‘Gateways’ tab encapsulates the framework features based on the D2D layer. Basic information 

of the gateway must be represented and persisted. 

 

Figure 13 D2D UML class diagram 

2.3.2.2 N2N Layer 

Under the ‘Network’ tab, the web application offers the set of features related to the N2N layer. The 

following diagram depicts its model. 
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Figure 14  N2N UML class diagram 

2.3.2.3 MW2MW Layer 

The mechanisms exposed by the MW2MW layer are available under the tab ‘Platforms’, which has 

the following classes. It is remarkable the use of two kinds of users (see sect. 2.3.2.6), one to manage 

the INTER-IoT session, access to different tabs, etc. and a second one to share credentials between 

the connected platform and the framework. The enumeration of platform types includes all the 

platforms analysed for the project (not necessarily integrated) and those used/integrated by the third 

parties from the open call. 
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Figure 15 MW2MW UML class diagram 

2.3.2.4 AS2AS Layer 

The following diagram shows the main classes and relations under the ‘Services’ tab. 
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Figure 16  AS2AS UML class diagram 

2.3.2.5 DS2DS Layer 

The semantics layer model for INTER-FW application is depicted in the following diagram. 
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Figure 17  DS2DS UML class diagram 

2.3.2.6 User and credentials management 

The user management is a key element in INTER-FW, on one hand, the session of the INTER-IoT 

users, developers, applications connected to API, etc. need to be managed from a central system. 

This includes the control of the data by the owners of the connected platforms and nodes. On the 

other hand, there is a need to manage the different authentication and authorisation systems of each 

connected node. 
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Figure 18 User management UML class diagram 

2.3.3 Technologies 

The backend of the application is developed with Node.js32 as web application framework, 

Mongo.db33 to store unstructured data and Mogoose34 for object modelling.  

                                                 
32 https://nodejs.org/en/  
33 http://mongodb.org/  
34 http://mongoosejs.com/  

https://nodejs.org/en/
http://mongodb.org/
http://mongoosejs.com/
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 Front-end analysis  

The development of a client-side application is called front-end. It is the presentation layer where 
users can see and interact with content in a user-friendly interface (e.g. a website or a mobile 
application). It is usually developed as a mixture of Hypertext Markup Language (HTML), Cascading 
Style Sheet (CSS), JavaScript (JS) and ancillary libraries.  
This section is divided in three subsections about the requirements identified in the task 2.3, the tools 
used for designing the front-end, and the tools used for developing it. 

2.4.1 Requirements 

A set of requirements were identified related to the front end of the INTER-FW in the initial stages of 
the project. Since the definition of the layers, the scenarios and, in some cases, the global 
functionality have been slightly modified, some extra requirements and modifications have been 
added at the end to cover all the features planned.  
 
The complete list of requirements affecting the back end is: 
 

Title Id 

Extensibility 10 

Platform independency 14 

System security 27 

System privacy 28 

Heterogeneous information representation 42 

API for third-party developers 47 

API for data publication 51 

API REST 52 

Auditability and accountability 58 

Provision of authentication credentials 63 

Confidentiality 69 

Easy-to-use user interface 70 

Application response time 71 

Users manage how their public data is seen 77 

Trust management 100 

Adaptability 125 

Provides a sensor-level interface 259 

Manage user permission 260 

A user knows its permissions 261 

Manages group-based permissions 262 

Access to personal data needs to be previously authorized 263 

API allows create/update/remove users 264 

API allows device declaration and configuration 265 

API allows resources/capabilities discovery 266 

API allows historic data query 268 

API allows subscription to data streams/queues 270 

Requests filtering 280 

Map publish/subscription between platforms in the middleware 282 

Manage a sensor or actuator 283 

Table 2 Frontend related requirements 

To have a complete description of these requirements, see   
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Annex I User requirements. 
 

 API analysis 

2.5.1 API Requirements Analysis 

During the initial stages of the project a set of functional and non-functional requirements related to 

INTER API implementation were identified. In total 13 requirements have been identified, of which 

only one has a priority level “Should Have” [req. 268] and all others have a priority level “Must Have”. 

This shows that prospective users of the system put a high priority on openness and extensibility of 

the platform.  

There is a strong need for centralized access to all Inter-IoT functionalities [req. 47 and 199]. These 

general requirements are further supported by requirements to access specific INTER Layer 

interoperability components: Device Layer Interoperability [req. 243 and 265], Network Layer 

Interoperability [req. 226], Middleware Layer Interoperability [req. 237 and 266], Application Service 

Layer Interoperability [req. 51] and Data and Semantics Layer Interoperability [req. 51]. 

Non-functional requirements specifically request to provide a REST interface [req. 52] and to provide 

methods for interoperability with proprietary systems [req. 86]. 

Most of the requirements related to APIs are related to a unified way of accessing Inter Layer 

functionalities. However, they are tightly related to tasks of this work package because we have a 

very clear need by prospective stakeholders/users of the system to have a unified, well defined, 

consistent, flexible and controlled access to all Inter Layer components, regardless of respective 

implementations. For this reason the scope of the first development iteration is the detailed 

specification for integration of Inter Layer APIs into INTER FW. In addition to pure API 

integration, already in this phase extensibility in the sense of creating complex APIs (scripting), basic 

user management and API publication (“marketplace”) will be provided. This will also support the 

development of INTER FW core components.  

In the second iteration, to be provided in D4.4./D4.6, a comprehensive set of APIs for the exposure 

of INTER FW functionalities will be exposed. It will include user/access management APIs [req. 264], 

SDK support [req. 47, 199 and 86] and other. 

The complete list of requirements affecting the INTER API is provided in the table below. The first 
four columns (Title, Id, Functional / non-functional., Module, Type) are taken from D2.3, while the 
last column, “Affected components” is the identification of Inter-IoT components that provide the 
underlying functionality.  
 

Title Id functional 
/ non-
functional 

Module Type Affected 
components 

API for third-party developers  47 F INTER-
FW 

API All (INTER 
FW, INTER 
LAYER) 

API for data publication  51 F INTER-
FW 

API AS2AS, 
IPSM 

API REST  52 N INTER-
FW 

API INTER API 

API for proprietary systems 
interoperate with other 
systems 

86 N INTER-
FW 

Interoperability INTER-

LAYER, 
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3 INTER-FW Design 

 Overview 

Once the analysis is done, a set of high-level functional blocks have been identified. These functional 

blocks describe the main features of the INTER-FW and INTER-API. Some of them can be 

implemented in single components, but most of them must be split down into components performing 

more specific tasks. This section describes the architecture of these components, which is based in 

the previous work performed in tasks 4.1 and 4.2 and reported in D4.1 (M12). In the section 3.2, it is 

explained how the INTER-IoT Reference Architecture has helped to define the components which 

form part of the INTER-FW solution. Sections 3.3 describe in detail the components which are part 

of the solution and their relation; 3.4 gives more detail in the fundamental security interactions among 

INTER-FW, INTER-LAYER and other modules in INTER-IoT. Finally, 3.5 reflects these backend 

designs in a complete set of wireframes to show how the UX will look like. 

 

Figure 19 High-level functionalities architectural approach in INTER-FW 

 INTER-IoT RA Instantiation 

In Deliverable D4.1, an Initial Reference IoT Platform Meta-Architecture and Meta-Data Model has 

been produced. In this deliverable, INTER-IoT has defined a Reference Model (RM) or “meta-model” 

for IoT Platforms Interoperability and a Reference Architecture (RA) (through an Architectural 

Reference Model-ARM) defined based on the RM as well. This work is currently under progress 

towards a final version of the deliverable. This document has a strong basis on the works done in 

IOT-A EU Project and a deep analysis of 16 heterogeneous IoT platforms carried out in the INTER-

IoT project 

This RA has been used for the design of the INTER-LAYER architecture, and both, the INTER-IoT 

RA and the INTER-LAYER architecture (specifically the API design of the different interoperability 

layers) has been the foundation for the design of the INTER-FW architecture. 
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Figure 20 Process followed for generating the INTER-FW architecture. 

The APIs of the different layers has been used for designing the communication between the INTER-

FW and each of the interoperability layers, so it’s at a low level of the design. Instead, the INTER-

IoT RA has been the starting point for the design of the INTER-FW architecture. 

According to OASIS35 definition: 

 

 

 

According to the same organism: 

 

 

 

 

The INTER-IoT RA was designed for the interoperability of IoT Platforms. This was one of the 

objectives of the INTER-IoT project (see Objective 2). The explanation of OASIS about a reference 

architecture and a concrete architecture is exactly what we have done for the INTER-FW: to create 

an instantiation of the INTER-IoT RA to the specific needs of the INTER-FW. 

                                                 
35 http://docs.oasis-open.org/soa-rm/v1.0/soa-rm.pdf  

A reference architecture models the abstract architectural elements in the domain of interest 

independent of the technologies, protocols, and products that are used to implement a specific 

solution for the domain. 

A reference architecture is not a concrete architecture; i.e., depending on the requirements 

being addressed by the reference architecture, it generally will not completely specify all the 

technologies, components and their relationships in sufficient detail to enable direct 

implementation. 

http://docs.oasis-open.org/soa-rm/v1.0/soa-rm.pdf
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3.2.1 INTER-IoT RA instantiation 

The starting point for this instantiation has been the Functional View for the INTER-IoT Reference 

Architecture that is depicted in the following figure: 

 

Figure 21 Functional-decomposition viewpoint of the INTER-IoT Reference Architecture 

From these Functional Groups (FGs – the big blocks) and Functional Components (FCs – the inner 

components of each FG), some of them have been identified as relevant for the INTER-FW 

according to its defined requirements. 

The FGs that are involved in the instantiation of the INTER-FW architecture can be seen in the 

following picture: 

 

Figure 22: Functional Groups of the INTER-IoT Reference Architecture involved in the 
INTER-FW 
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Figure 23: Functional Components of the INTER-FW architecture according to the INTER-
IoT Reference Architecture. 

A more detailed description of each FC and their traced requirements is described below. Please, 

consider that the INTER-FW exposes all the functionality of INTER-IoT, but does not implement it, 

what is primarily done by INTER-LAYER. In this document, only the features implemented by INTER-

FW and the necessary functionality to manage and provide access to INTER-LAYER are designed. 

For each FC, a list of analysed use cases and sequence diagrams as defined in the INTER-FW 

analysis (section 2.2 of this document) are listed. Also, a pre-candidate definition of architectural 

components is made for each FC. 

3.2.2.1 Application FG 

The Application FG does not include a pre-defined set of FCs in INTER-IoT Reference Architecture, 

but INTER-FW will provide some features of the Application FG so as to give a full-fledged solution 

to INTER-IoT uses. The new Functional Components designed for the INTER-FW are, thus, 

described below. 

Functional Component Description 

INTER-API Provides access to all the functionality of INTER-IoT through an 
API. To be used by system integrators and developers. 

List of supported Use Cases 2.2.1. Log In 
2.2.2. API Key/Token generation 
2.2.3. Add a new platform 
2.2.4. Update platform configuration 
2.2.5. Remove a platform 
2.2.6. Add or register a virtual instance of a gateway 
2.2.7. Update configuration of a virtual instance of a  gateway 
2.2.8. Remove a virtual instance of a gateway 
2.2.14. List IPSM instances 
2.2.15. Register IPSM instance 
2.2.16. Unregister IPSM instance 
2.2.17. List alignments in IPSM 
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Table 18 Traceability matrix of Functional Components of INTER-FW vs. use cases. 

 

Device 

Access FG

Platform 

Interoperability 

FG

Service 

Interoperability 

FG

Semantics 

FG

INTER-API Web App Configuration Fault Member State Authorisation Authentication

Key Exchange 

& 

Management

Identity 

Management
Virtual Entity

Platform 

Resolution

Service 

Resolution

Ontology 

Resolution

2.2.1. Log In �9 �9 �9 �9 �9
2.2.2. API Key/Token generation �9 �9 �9 �9 �9
2.2.3. Add a new  platform �9 �9 �9 �9 �9 �9 �9 �9
2.2.4. Update platform configuration �9 �9 �9 �9 �9 �9 �9 �9
2.2.5. Remove a platform �9 �9 �9 �9 �9 �9 �9 �9
2.2.6. Add or register a virtual instance of a gatew ay �9 �9 �9 �9 �9 �9 �9 �9
2.2.7. Update configuration of a virtual instance of a  gatew ay �9 �9 �9 �9 �9 �9 �9 �9
2.2.8. Remove a virtual instance of a gatew ay �9 �9 �9 �9 �9 �9 �9 �9
2.2.9. Connect services w ith AS2AS tool �9 �9
2.2.10. Visualize INTER-IoT status �9 �9 �9
2.2.11. List permissions �9 �9
2.2.12. Manage platform permissions �9 �9
2.2.13. Revoke permissions �9 �9
2.2.14. List IPSM instances �9 �9 �9 �9
2.2.15. Register IPSM instance �9 �9 �9 �9 �9
2.2.16. Unregister IPSM instance �9 �9 �9 �9 �9
2.2.17. List alignments in IPSM �9 �9 �9 �9
2.2.18. List alignments in Semantic Repository �9 �9 �9 �9
2.2.19. Add a new  alignment to Semantic Repository �9 �9 �9 �9 �9
2.2.20. Add a new  alignment to IPSM �9 �9 �9 �9 �9
2.2.21. Delete an alignment from IPSM �9 �9 �9 �9 �9
2.2.22. Delete an alignment from Semantic Repository �9 �9 �9 �9 �9
2.2.23. Delete an ontology from Semantic Repository �9 �9 �9 �9 �9
2.2.24. Get an alignment from IPSM �9 �9 �9 �9
2.2.25. View  an alignment from IPSM �9 �9 �9 �9
2.2.26. List active IPSM translation channels �9 �9 �9 �9
2.2.27. Create a new  translation channel in IPSM �9 �9 �9 �9
2.2.28. Delete a translation channel in IPSM �9 �9 �9 �9
2.2.29. List ontologies in Semantic Repository �9 �9 �9 �9
2.2.30. View  an ontology in Semantic Repository �9 �9 �9 �9
2.2.31. View  an alignment in Semantic Repository �9 �9 �9 �9
2.2.32. View  an alignment history in Semantic Repository �9 �9 �9 �9
2.2.33. Get an ontology from Semantic Repository �9 �9 �9 �9
2.2.34. Get an alignment from Semantic Repository �9 �9 �9 �9
2.2.35. Add a new  ontology to Semantic Repository �9 �9 �9 �9
2.2.36. Add a new  alignment to Semantic Repository �9 �9 �9 �9
2.2.37. Add a new  bridge �9
2.2.38. Update a bridge �9
2.2.39. Remove a bridge �9
2.2.40. Change user data �9 �9 �9 �9 �9
2.2.41. Set up QoS requirements �9 �9
2.2.42. Visualize SDN topology changes �9

Application FG Management FG Security FG
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Table 19 Traceability matrix of Functional Components of INTER-FW vs. INTER-FW architectural components 

Device 

Access FG

Platform 

Interoperability 

FG

Service 

Interoperability 

FG

Semantics 

FG

Architectural components INTER-API Web App Configuration Fault Member State Authorisation Authentication

Key Exchange 

& 

Management

Identity 

Management
Virtual Entity

Platform 

Resolution

Service 

Resolution

Ontology 

Resolution

API controller �9 �9 �9 �9 �9
API request validator �9 �9 �9 �9 �9
API manager �9 �9 �9
Inter-fw  frontend �9
Inter-fw  controller �9
User registry �9 �9
Nodes registry �9 �9 �9 �9
Node configuration validator �9 �9
Inter-fw  log handler �9
Auth proxy �9 �9
Auth server �9 �9
Node credentials manager �9 �9 �9
Inter-fw  user manager �9 �9 �9
D2D API �9 �9 �9
N2N API �9 �9 �9
MW2MW API �9 �9
AS2AS API �9 �9
IPSM API �9 �9 �9
Docker Sw arm controller �9
Docker container controller �9

Application FG Management FG Security FG
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3.3.1.1 Login 

The following diagram depicts the main communications between components in the Login 

operation. 

 

Figure 31 Login use cases family: communication diagram 
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3.3.1.2 Manage platforms 

3.3.1.3 Manage gateways 

Figure 32 Manage platforms use cases family: communication diagram 

Figure 33 Manage gateways use cases family: communication diagram 
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3.3.1.4 Manage permissions 

 

Figure 34 Manage permissions use cases family: communication diagram 
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3.3.1.5 Manage IPSM 

Figure 35 Manage IPSM use cases family: communication diagram 

3.3.1.6 Manage networks 

 

Table 20 Manage networks use cases family: communication diagram 
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3.3.1 Entity relationship diagram 

According the entities analysed in section 2.3.2, the following diagram represents the entities relationship. This is a representation of how the 

different entities are organised in the database and how they can be accessed. 

 

Figure 36 ERD of INTER-FW (SQL style)





https://github.com/scrogson/cryptex
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Figure 39. INTER-FW web application main view 

 

3.5.2 Platforms view 

In the platforms view main page (Figure 40) there is a list of registered platforms with their main 

properties. There is a button to add more platforms (Figure 41). Each platform has three buttons to 

edit the platform (Figure 41), show device list (Figure 42), and delete the platform.Figure 24) there 

is a list of registered platforms with their main properties. There is a button to add more platforms (). 

Each platform has three buttons to edit the platform (), show device list (), and delete the platform. 
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Figure 40. INTER-FW web application platforms view 

 

Figure 41. INTER-FW web application add platform view 
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Figure 42. INTER-FW web application platform's device list view 

 

Figure 43. INTER-FW web application platform's device details view 

3.5.3 Gateway view 

In the gateway main view main page (Figure 44) there is a list of registered gateways with their main 

properties. There is a button to add more gateways (Figure 45). Each gateway has three buttons to 

edit the gateway (Figure 45, Figure 41), manage devices (Figure 46), and delete the gateway. Figure 

28) there is a list of registered gateways with their main properties. There is a button to add more 

gateways (Figure 44). Each gateway has three buttons to edit the gateway , manage devices , and 

delete the gateway. 






































































































