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INTER-IOT

INTER-IOT aim is to design, implement and test a framework that will allow
interoperability among different Internet of Things (IoT) platforms.

Most current existing 10T developments are based on “closed-loop” concepts, focusing
on a specific purpose and being isolated from the rest of the world. Integration between
heterogeneous elements is usually done at device or network level, and is just limited
to data gathering. Our belief is that a multi-layered approach integrating different 0T
devices, networks, platforms, services and applications will allow a global continuum of
data, infrastructures and services that will enhance different 10T scenarios. Moreover,
reuse and integration of existing and future I0T systems will be facilitated, creating a de
facto global ecosystem of interoperable 10T platforms.

In the absence of global I0T standards, the INTER-IOT results will allow any company
to design and develop new loT devices or services, leveraging on the existing
ecosystem, and bring them to market as fast as possible.

INTER-IOT has been financed by the Horizon 2020 initiative of the European
Commission, contract 687283.
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Disclaimer

This document contains material, which is the copyright of certain INTER-IOT consortium parties, and
may not be reproduced or copied without permission.

The information contained in this document is the proprietary confidential information of the INTER-10T
consortium (including the Commission Services) and may not be disclosed except in accordance with
the consortium agreement.

The commercial use of any information contained in this document may require a license from the
proprietor of that information.

Neither the project consortium as a whole nor a certain party of the consortium warrant that the
information contained in this document is capable of use, nor that use of the information is free from
risk, and accepts no liability for loss or damage suffered by any person using this information.

The information in this document is subject to change without naotice.
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Executive Summary

This document describes the integration plan of the INTER-IoT system. The integration is
divided into 2 sections, namely, the factory acceptance test (FAT) and site acceptance test
(SAT). Both will be carried out during the execution of WP6.

During integration phase the developed modules will be tested separately on the developers’
computers. When the separate modules are working properly they are combined during the
FAT and deployed onto the test platform to test interfaces and communication between
modules. The project considers three large scale pilots: INTER-HEALTH, INTER-LogP and
INTER-DOMAIN with the integration of the different third party contributions.

Once the system is fully functioning on the test platform it is ready for field integration which
will be done on actual systems and will encounter real-life situations. Both tests and the
setup of the FAT are described in this document. SAT will be addressed in WP7 (Evaluation)
and will be fully analysed in the evaluation process proposed in D7.1.

Additionally, regarding the requirement of the Ethical Review a section related with the
problems associated with ethics and privacy during the integration are addressed in the
documents.

Finally, the structure of this document is divided into the following sections:

Section 1: Introduction

Section 2: System description

Section 3: Test strategy and approach

Section 4: Defect Reporting

Section 5: Test environment

Section 6: Integration environment

Section 7: Documents associated with the integration
Section 8: Ethics and Security
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1 introduction

INTER-IOT project is aiming at the design, implementation and experimentation of an open
cross-layer framework, an associated methodology and tools to enable voluntary
interoperability among heterogeneous Internet of Things (loT) platforms. The proposal will
allow effective and efficient development of adaptive, smart IoT applications and services,
atop different heterogeneous IoT platforms, spanning single and/or multiple application
domains.

Most current existing sensor networks and IoT device deployments work as independent
entities of homogenous elements that serve a specific purpose, and are isolated from “the
rest of the world”. In a few cases where heterogeneous elements are integrated, this is done
either at device or network level, and focused mostly on unidirectional gathering of
information. A multi-layered approach to integrating heterogeneous 0T devices, networks,
platforms, services and applications will allow heterogeneous elements to cooperate
seamlessly to share data, infrastructures and services as in a homogenous scenario.

This document describes the integration plan which is part of the experimentation step.

There will be 2 major use-cases and several smaller ones to prove the functionality of the
platforms.

The first major use case is INTER-LogP which involves:

Two-level verification involving: (i) Platform and (ii) Application Service. INTER-LogP will be
validated against functional and non-functional indicators. The effectiveness of the transport
and logistics service will be evaluated with respect to current operational metrics according to
qualitative and quantitative performance indicators.

The second major use case is the INTER-HEALTH which involves:

Two-level verification involving: (i) Platform, and (ii) Application Service. INTER-HEALTH wiill
be validated against functional and non-functional indicators as well as by performing
usability analysis. The effectiveness of the lifestyle monitor service will be evaluated with
respect to well-established traditional methods according to qualitative and quantitative
medical indicators.

One of the main goals of INTER-IOT is to overcome fragmentation caused by typical loT
platforms being oriented to a specific solution, stakeholder and application domain. The
cross-domain use case will show how verticality is avoided in INTER-IOT. The rationale
behind this use case is that future I0T applications will not aim at a single application domain
but multiple domains in which devices, networks, platforms, services or generated data will
interact.

The scenarios defined in the cross application domain use case will integrate platforms from
the two application domains in consideration, and also from different application domains
(e.g. smart grid or smart cities). This use case will prove the extendibility of the project
outcomes, achieving interoperability between 10T platforms from different application
domains. Several scenarios have been foreseen in which IoT platforms from different
application domains may be required to interoperate, e.g. logistics and health monitoring of
transport workers for labour risk prevention, however new cross domain scenarios will be
defined during the execution of the project and after the resolution of the Open Call, including
e.g. road IoT ecosystems; supply chains or emergency response services IoT ecosystems
used in fire brigades, ambulances or security forces.

13
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According to the Grant Agreement the field trials will be successful once the following
conditions are met:

Trials of INTER-IOT concept, with involvement of 400 smart objects in the logistics use case
and 200 subjects (with wearable devices) in the m-Health use case, and ~500 IoT units in the
cross domain use case. Extensive testing of results of application of the INTER-loT
framework to instantiate multi-loT-platform systems in real-world scenarios, validated by the
corresponding stakeholders.

14
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2 System description

To overcome the fragmentation of vertically-oriented closed systems, architectures and
application areas and move towards open systems and platforms that support multiple
applications. The project will provide open solutions including an API, a methodology and
tools, to allow integration of loT platforms and therefore ease the development of new
applications and services by third parties. The development of an interoperability framework
will overcome fragmentation caused by typical IoT ecosystems orientation to a specific
solution, stakeholder or environment. A cross-domain use case will prove how verticality is
avoided in INTER-lIOT

Bl Component

The Inter-loT system is build up in 2 sections, on is the gateway (GW) section and the other
is the middleware (MW) section. The GW section is taking care of the lowest 2 layers,
namely the D2D layer and the N2N layer. The gateway is forming the link between the virtual
and physical world. The MW is taking care of the upper layers, namely the MW2MW layer,
the AS2AS layer and the DS2DS layer.
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Figure 1: INTER-LAYER

Both the gateway as well as the middleware section are described in detail in D3.1

Pl | oers

The gateway is built in layers to allow different classes of hardware to be connected.
Wireless sensors can connect at the access network module (A.N. module), simple loT
devices can connect to the dispatcher connector and advanced loT systems (which have an
internal gateway) can connect to the MW bridge.
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The middleware is also built in layers, the first layer is the bridge that allows different
platforms to be connected. The translated information of the bridge is than routed through the
communication and control layer towards either MW2MW services, if needed trough DS2DS
IPSM towards the API which connects to the AS2AS and inter-framework.

2

In order to validate the Inter-loT system several pilots have been chosen in order to validate
the defined use-cases. Each pilot is described in the following paragraphs, starting with the 2
large pilots, INTER-LogP and INTER-HEALTH. After the these open call pilots will follow in
paragraph 2.3.

The goal of INTER-LogP pilot is to demonstrate the need of a system that allows the
exchange of data and messages among the different actors in the port community. In Figure
2 an overview has been given. There are three main actors: the port, the terminal and the
haulier company. INTER-IOT has to provide interoperability between the 10T platforms of the
port and the terminal, and give access to other devices from other companies, like trucks.

Access
gates

Noatum Port
machines services

Haulier Haulier
company company

Figure2: INTERLogP pilot design

Both the port and the terminal have a large nhumber of sensors and devices that produce
large amounts of data, which can be interesting for other entities. Furthermore, they need
data from other companies to provide a better service to their clients.

The main objective in the defined scenario is a service to control access, monitor traffic and
assist the operations at the port. Several 10T platforms will identify trucks and drivers using
devices. They share data under predefined rules through interoperability of platforms. This
information can be used to monitor the truck by the Port Authority, control security and safety
and manage all resources in the terminal more efficiently. This will also avoid queues in the
access gates to the port and the terminal and improve overall logistics. The overall scenario
and use cases of LogP are given in Figure 3.
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Figure3. INTER.ogP scenario with use cases
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W INTER-HEALTH

The goal of the INTER-HEALTH pilot is demonstrating how to foster a healthy lifestyle and
how to prevent chronic diseases by monitoring subjects’ physical characteristics, nutritional
behavior and activity.

The pilot will consist of 200 test subjects: 100 subjects following traditional monitoring without
loT devices and 100 subjects with devices. The latter are the ones using the INTER-lOT
solution.

They will first attend a nutritional counseling session at ASL TO5 where their initial physical
characteristics are measured, using loT Devices on the premises (BMI, waist circumference,
weight, blood pressure...).

Each subject will then receive a management program. Then at home, while they follow the
program, they measure their characteristics using their phone and loT devices.

The subjects will visit ASL TO5 each 6 month for check-ups. The healthcare professional in
charge of monitoring each user will have access to the history of all the measurements
through a dedicated web application.

Figure 4: INTER- Health System overview

The Local Server is located at the premises of the clinical centre.

It runs the following components: The INTER-lIoT Framework, the instance of universAAL,
the Professional Web Tool (PWT) in .NET and its Database in a SQL Server.

The INTER-IoT Framework runs in its Virtual Machine and contains all INTER-IoT Modules
needed for the pilot, of which the ones of interest to INTER-HEALTH are the INTER-IOT
Middleware and INTER-IoT API.
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The universAAL instance is an OSGi container with all the universAAL Modules needed for
the pilot, of which the ones of interest to INTER-HEALTH are the REST API, and all the
modules that compose the basic universAAL Middleware.

The .NET Framework hosts the PWT Web Application, which will finally allow healthcare
professionals to manage all the data within the pilot.

The SQL Server hosts the Database used by the PWT to store its data.

The setup of the mobile phone used at the clinical centre differs from those used at each
subject’'s home. The mobile phone used at the clinical centre is an Android Phone running
the universAAL Android App and a dedicated app for getting measurements from Bluetooth
devices. The mobile phone used by the subjects is an Android Phone running the BodyCloud
Android App.

The Bluetooth devices used at the clinical centre differ from those used at each subject’s
home. The models used at the clinical centre are A&D Medical UA 767PBT (Blood Pressure)
and A&D Medical UC 321PBT (Weight) which are regular Bluetooth devices. The models
used by each subject are A&D Medical UA 651BLE (Blood Pressure) and A&D Medical UC
352BLE (Weight) which are Bluetooth Low Energy devices, in addition to the Xiaomi Band 2
(Physical Activity).

The PCs used by Healthcare Professionals at the clinical centre to access the PWT are their
own regular PCs.

Figure 5: INTER- Health System architecture

The universAAL instance communicates with the INTER-I0T Framework by means of the
universAAL REST API. The INTER-lIoT Middleware contains the universAAL Bridge, which
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handles the communication towards universAAL through a REST API, which pushes
communication back to the INTER-I0T Middleware. Through an HTTP callback endpoint the
universAAL Bridge registered.

The PWT connects directly to the SQL Server through the dedicated port.

The PWT obtains all the subject measurement data from the INTER-I0T API, an API is used
for accessing it.

The Healthcare Professionals use their PCs to open the PWT Web Application through a
regular Web Browser. The PWT is only accessible by systems from within the local network.

Within the Android Phones used at the clinical centre, the dedicated Bluetooth Device App
communicates the measurement data to the unviersAAL Middleware App through regular
Android Intents.

The measurement devices (Blood Pressure and Weight) used at the clinical centre
communicate with the Android Phone through regular Bluetooth, as managed by the
Bluetooth Device App, that handles the connection and the data format encoding.

The Android Phones used at the clinical centre communicate with the local server through
universAAL: The universAAL Android App connects to the local server universAAL instance
either through regular automatic universAAL peer-to-peer communication or through the
point-to-point universAAL Gateway. This connection is only allowed for devices in the local
network. The Android Phones connect to the local network through Wi-Fi.

The measurement devices (Blood Pressure, Weight and Physical Activity) used at subject’s
home communicate with the Android Phone through Bluetooth Low Energy, as managed by
the BodyCloud App, which handles the connection and the data format encoding.

The Android Phones used by subjects communicate with the local server through the
BodyCloud Bridge in the INTER-IOT Middleware. This bridge opens a public endpoint to
which the local server allows external connections. The BodyCloud app in the subject’s
phone connects to this endpoint to send the measurement data through the internet (using
mobile network or any Wi-Fi access).

Figure 6: INTER- Health Main use cases
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The “main overall” use case is Chronic Disease Prevention, which aggregates the most
important use cases in the pilot:

Create and operate users and associated services: Healthcare professionals can use
the PWT to create users and manage subject’'s and professional’s personal
information.

Set citizens/subjects protocol parameters (kind of measures, thresholds, periodicity):
The healthcare professionals in charge of monitoring each subject progress can set
up their prevention program.

Performing objective measures (weight, blood pressure, activity) and subjective
measures (lifestyle questionnaires): Subjects can use the |oT devices, managed by
their mobile phones, to record their measurements, which will be uploaded to the
system at ASL TO5. Subjects can fill in questionnaires about their nutritional habits,
which will also be uploaded. During the visits to ASL TOS5, healthcare professionals
can also use the 10T devices and phones at their premises to upload this data which
they can measure during the visit.

Monitoring measures and trends: Healthcare professionals can access the PWT to check the
current status and history of the measured values for each subject, along with their
questionnaire results.
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BB Third party projects

In the following paragraphs the 12 open call pilots are described.

BBl sensiNact integration

sensiNact is a horizontal platform dedicated to 0T and in particularly used in various smart
city and smart home applications. sensiNact aims at managing IoT protocols and devices
heterogeneity and provides synchronous (on demand) and asynchronous (periodic or event
based) access to data/actions of 0T devices, as well as access to historic data with generic
and easy-to-use API. To achieve these objectives, sensiNact comes with two c