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INTER-IoT

INTER-IoT aim is to design, implement and test a framework that will allow interoperability
among different Internet of Things (IoT) platforms.
Most current existing IoT developments are based on ”closed-loop” concepts, focusing on
a specific purpose and being isolated from the rest of the world. Integration between het-
erogeneous elements is usually done at device or network level, and is just limited to data
gathering. Our belief is that a multi-layered approach integrating different IoT devices, net-
works, platforms, services and applications will allow a global continuum of data, infrastruc-
tures and services that can will enable different IoT scenarios. As well, reuse and integration
of existing and future IoT systems will be facilitated, creating a de-facto global ecosystem of
interoperable IoT platforms.
In the absence of global IoT standards, the INTER-IoT results will allow any company to
design and develop new IoT devices or services, leveraging on the existing ecosystem, and
bring get them to market quickly.
INTER-IoT has been financed by the Horizon 2020 initiative of the European Commission,
contract 687283.
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Disclaimer

This document contains material, which is the copyright of certain INTER-IoT consortium parties, and may not
be reproduced or copied without permission.
The information contained in this document is the proprietary confidential information of the INTER-IoT consor-
tium (including the Commission Services) and may not be disclosed except in accordance with the consortium
agreement.
The commercial use of any information contained in this document may require a license from the proprietor
of that information.
Neither the project consortium as a whole nor a certain party of the consortium warrant that the information
contained in this document is capable of use, nor that use of the information is free from risk, and accepts no
liability for loss or damage suffered by any person using this information.
The information in this document is subject to change without notice.
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Executive Summary

The Deliverable D8.4 aims to provide the guidelines and the rules for the management of the project’s
data and explaining how do we intend to make them available for third parties.

The project will collect data from different sources. For what regards m-health, in general all
activities realized in this area are characterized by strong ethical behaviour. The operators’ behaviour
is aimed to respect personal dignity and privacy. As a consequence, the overall protection of the
subjects’ health data is a priority and will strictly follow the applicable laws on all matters related to
Privacy. The procedures and forms related to the data handling are described in detail.

Concerning the logistic area, the most common and interesting actors for our scenarios are the
port authority, the terminal and the hauliers that access to the port with goods. The port authority has
multiple data streams to monitor the entire port area, and the sharing of that data will improve the
efficiency of several processes. Furthermore, terminals manage big quantities of data coming from
their machinery and workforce. The combination of this data with the operations and with external
physical entities like trucks and containers opens new business opportunities. The last actor involved
in the scenarios are road haulier companies. These companies have fleet management systems and
sharing that data can significantly improve operational efficiency.

The INTER-IoT project plans to open a call for third parties to test the different components de-
veloped within the project. New applications will start producing data in the context of the platform
development, validation and testing. This will make necessary a proper data management. The
data coming from new (or at this point unexpected) domains will be initially classified by its level of
sensitivity and handled in consequence.

Internally, several platforms are used to handle internal project data. In particular, HORDE, JIRA
and some tools to manage the source code developed. These tools will be responsible for storing and
managing internal information generated during the project. HORDE offers applications such as a
groupware package with a calendar, notes, tasks, file manager and a Wiki. The Atlassian JIRA tool is
used for data collection and tracking, including software issues and requirements. Finally, documents
that require a collaborative approach will be held on Google Docs privately, since a real time edition
tool is not available for the Horde platform.

The Inter-IoT project is fully committed to opening all possible deliverables and data sets to the
public, fully respecting the existing regulations and the specific provisions of the Consortium Agree-
ment. It should be noted that access to some datasets generated during the INTER-IoT project will
be guided by legal requirements imposed by parties outside of the INTER-IoT consortium. This con-
cerns primarily, scientific publications. In each such case, a link to the publication will be provided
within the INTER-IoT web portal.
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1 Introduction

The Deliverable D8.4 aims at providing the guidelines and the rules for the management of project’s
data and explaining how do we intend to make them available for third parties.
Section 4 of Deliverable D8.3 provided a brief overview of the data management policy that will be
used as guideline for all project partners with regard to the datasets that will be generated by the
project. As the INTER-IoT project will collect sensitive data from various sources, precise guidelines
must be established in order to protect non-authorised access to sensitive data and, at the same
time, guaranteeing the widest possible dissemination of the project results through the use of Open
Access policies as stated in the H2020 plan, namely in the document "Open Access to Scientific
Publications and Research Data in Horizon 2020”.
This deliverable is divided in 3 main sections: Section 2 will be analysing how the project will collect
data, Section 3 will be about how the information is stored within the project, and the Section 4 will
show how the project will try to widen as much as possible the dissemination of results and the
availability of data.
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2 Data harvested by the project

2.1 m-health data

The ASL TO5 aims are the protection of the mental and physical health and the improvement of the
people life quality.
All health activities performed to achieve these objectives are characterized by ethical behavior.
For this reason the operators behavior is aimed to respect the personal dignity and privacy that every
ASLTO5 citizen has right, and is adapted to the various situations in which the benefits were provided.
Consequently the overall protection of the subjects health data is a priority of our company that has
applied in full and concrete Italian law on all matters related to Privacy.
Therefore, our organization is therefore concerned to manage properly, for the protection of indi-
viduals and communities, the collection, recording, organization, storage, consulting, development,
modification, selection, extraction, comparison, use, interconnection, blocking, communication, dis-
semination, deletion and destruction of data; in a word, the "treatment" of the data, defining general
procedures and special instructions for the staff.
The criteria and methods used are also applied to activities carried out for the project INTER-IoT.
The subjects assigned to data processing are:

• Data Controller, ASL

• Data Processor, Corporate Structures Directors

• Person tasked with processing, Employees and Collaborators

• External Data Processor, Companies outside the ASL

2.1.1 Data Processor Appointment Letter (”Atto di Nomina del Responsabile al tratta-
mento dei dati”)

With Institutional Determinations the ASL as ”Data Controller” appointed the ”Data Processors” in
the persons of the Corporate Structures Directors. Directors should ensure respect and compliance
with the Code of Privacy 1 and its security measures 2 within its structure; following the instructions
of the Data Controller they must ensure appropriate measures to guarantee dutiful behavior of rights,
freedoms and dignity of patients.
The Company, in order to manage properly the security and privacy of personal and health data, ex-
plaining to the operators approach to be taken in the various cases ranging from the direct relationship
with the patient, to the imputation of the data on your computer, protection during the maintenance of

1Legislative Decree 30 June 2003, n.196 ”Codex on protection of personal data”
2Legislative Decree 30 June 2003, n.196 ”Codex on protection of personal data”
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the equipment, etc, it also has instructions and procedures aimed at all employees (Security Policy
Document of 2011). Fundamental task of the Corporate Structure Director is to observe and enforce
the precautions identified in this document.

2.1.2 Data Processing Figure Appointment Letter and Data Processing Temporary Figure
Appointment Letter (”Atto di Nomina dell’Incaricato al trattamento dei dati” and ”Atto
di Nomina dell’incaricato temporaneo al trattamento dei dati”

Employees and Collaborators appointed "Person Tasked with Processing" (employee) or "Temporary
Person Tasked with Processing" (not employees) by the Company Structure Director (Data proces-
sor) are people authorized to perform processing operations such as collection, recording , storage,
consultation, modification, selection, extraction, use, communication, dissemination, erasure and de-
struction of data, even if not registered in a database. It is countersigned and filed forms from the
organization that determines an individual responsibility of the individual employee or collaborator
that is proportionate to their role but also functional to an adequate processing of data in the various
practical situations in which the operators are in contact with citizens. The specific Instructions can
be found in Annex.

2.1.3 Data Processing Instructions (”Istruzioni per incaricati al trattamento dati”)

The responsibilities of employees and collaborators are not generic but selected from a list of specific
instructions that each operator takes countersigning the indicated form. It is requested each "Per-
son Tasked with Processing" to follow specific instructions for the processing of data, for the use of
tools for the treatment and the respect of "Minimum Security Measures." The commitments made
in the processing of personal and health data impose appropriate behaviors that concerns a direct
relationship with the patient, instruments and equipment or computer equipment.
The specific Instructions can be found in Annex.

2.1.4 External Data Processor Appointment Letter (”Atto di Nomina Responsabile Es-
terno”)

Since the ASL TO5, is the Data Controller of the data mentioned above, the Company Structure
Director as Data Processor may appoint as "External Data Processor" all external parties who carry
out processing operations of personal or sensitive data. During the course of the project INTER-IoT
protection of data collected directly through mobile devices and data stored on external platforms not
controlled and managed by the ASL TO5, are the responsibility of the respective Partners participat-
ing in the project as a ”External Data Processor”.

2.2 Transport and logistics data

One of the two application domains of the INTER-IoT project is transport and logistics around ports.
In this environment there are many actors involved in port activities, so all data must be taken into
account.

2.2.1 Data owners

The most common and interesting actors for our scenarios are the port authority, the terminal and
the hauliers that access to the port with goods.
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One of the key players is the port authority, as it manages a wide variety of data. The port authority
has multiple sensors to monitor the entire port area. It has data recorded from all companies that
interact with the port and data from other integrated systems in the port such as the automatic gates.
The main motivation of the port authority to share some of this data is to improve the efficiency of
some processes such as the access of vehicles to the port and to reinforce security, safety and en-
vironmental friendly aspects. The acquisition of sensor and other data coming from physical entities
and its management and storage in an interoperable IoT platform open new opportunities to combine
it with other sources of data inside the organisation and along the port infrastructure. Other important
actors are the container terminals in the port. Terminals manage big quantities of data coming from
their machinery and workforce. The combination of this data with the operations and with external
physical entities like trucks and containers open new business opportunities. Knowing the exact times
of arrival of trucks, for delivery or collection of containers allows a better planning, optimise operations
and save considerable time.
The last actor involved in the scenarios is road haulier companies. These companies have fleet
management systems that manage all data from their trucks but the data generated by these physical
entities are not shared along its route with the different infrastructures. The trucks usually have to
wait at the entrance of the port or for its container to be ready. Share information with the port and
the terminal can significantly reduce these times.

2.2.2 Data sources

This section details the data and their sources that will be gathered in the INTER-LogP pilot, produced
by the main actors previously mentioned.

2.2.2.1 Port

The port environment produces several data from different sources. On the first hand, data is col-
lected from the port industrial network and the SCADA (Supervisory Control And Data Acquisition)
system. This system is used for remote monitoring and control in the Port Authority facilities. It has
weather station measurements such as temperature, wind, air quality, water quality, and wave and
tidal data from the buoys and many other kinds of sensors data. Some additional information that
could be obtained from the industrial network of the port is traffic management (including the auto-
mated gate system), security and safety related data, as well as data coming from the automated
identification system (AIS) for vessels.
On the other hand, data from the Port Community System (PCS) will be sourced at application level
and combined with data coming from physical entities. ValenciaportPCS is a technological platform
created by the Port Authority of Valencia providing services designed to streamline and facilitate the
operating processes of companies of the port community through electronic documentation and data
sharing among the companies conforming the port community. The Valenciaport PCS offers a single
source of information on departures and arrivals of vessels, dangerous goods, loading and discharge
lists, road transport delivery and gate in/gate out orders, shipping instructions, customs information,
etc.

2.2.2.2 Terminal

From the Port Container Terminal, it is expected to receive for instance data from the machinery that
handles and moves containers inside the terminal. This data is obtained from PLCs (Programmable
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Logic Controllers) located inside every machine working at the terminal, collecting about 80 signals
per second per machine.
These signals or data are related to location (GPS coordinates), quality of the signal, orientation, type
of machine, gantry status, bloom status and alarms due to failure and container position.
As well the Port Container Terminal would be expected to send data from their Terminal Operat-
ing System (TOS) such as the work orders to move the container, including information about the
container plate, the location inside the container yard or in the vessel and several other operational
parameters.
Many other signals could be received from the SEAMS platform. The Smart Energy efficient Adaptive
Management System (SEAMS) platform is a monitoring tool that is able to monitor the different oper-
ations being carried by the equipment and machinery used at Noatum Container Terminal Valencia
(NCTV) thanks to a complete mobile sensor network that has been created. This information includes
the location of the different cranes, speed, working hours, fuel levels, position of the spreader and
lighting information to make the use of energy more efficient.

2.2.2.3 Road Haulier companies

Road haulier companies are expected to collaborate in the INTER-LogP pilot. These companies
are responsible for the movement of containers by road and therefore their trucks must access the
port and the terminal. They have a fleet of trucks of different sizes and they may even subcontract
other trucks to carry out their jobs. To manage all their assets they use fleet management systems.
This system manages the transport operations of the company and receives data from sensors and
devices installed in the truck (data coming from the CAN bus, GPS, tachograph, anti-theft, etc.). The
most relevant data for road haulier companies is the location of the trucks but there are many other
information that is useful like the driving hours registered at the tachograph fitted in the vehicle, the
fuel level, temperature of the reefer container or trailer, container being transported and some other
information regarding security and anti-theft systems like tamper proof RFID and active e-seals that
are installed on the trailers and containers. Finally, the interactions of the truck with the infrastructures
can provide several benefits in terms of optimisation, safety and security.

2.2.3 Data Management

The data captured, handled and provided by these organisations for the research of INTER-IoT will
be used under a confidential and non-disclosure agreement. In the case personal data is obtained
(i.e. driver’s details), the acquisition of these data will need to obtain the authorisation of the person
concerned and respect personal protection laws.
On a first stage the research team will analyse, characterise and select the data that will be asso-
ciated with the different scenarios to be demonstrated and the data available from different sensors,
devices, networks and platforms considered in these scenarios. During the first experimentations,
simulated data or experimental data could be generated and used for simplicity and in order to test
specific conditions in a lab environment that are difficult to obtain in a real environment. Once these
first experimentations are correctly done, the products developed will also be tested under real con-
ditions during the pilots.
The data captured during the experimentations and pilots, will allow the generation of different meta-
data models and ontologies adapted to the general use of INTER-IoT along different domains but
able to be also adjusted to the specificities of the port, transport and logistics needs.
Data sets captured during the research will be anonymised in terms of times (i.e. date when the infor-
mation was captured), physical entities identification (i.e. vehicle plates, container numbers), organ-
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isations and personal data, so they will be able to be used in future researches and demonstrations
without compromising any sensitive or commercial concerns from the actors involved. Anonymization
will be considered in the design of the data models and using transformation algorithms.

2.3 Other Data

INTER-IoT aims to be a helpful platform or framework allowing inter-operation between very differ-
ent application domains. So that, although the very initial design will consider the archetypes of
health and logistic domains, it will soon be expanded across other fields. With this in mind, the data
management also needs to be though from a global point of view.
Specifically, within the INTER-IoT project it is planned to open a call for third parties to test the plat-
form developed and integrate with it. In that point of the project, new applications will start producing
data in the context of the platform development, validation and testing. This will make necessary a
proper data management as done in the INTER-IoT initial devised pilots. However, the inability to
know at this moment the application domain or even the field of the pilot(s) that could be integrated
as a consequence of the open call, reveals the need of defining a plan for generic data collection and
management.
The data coming from new (or at this point unexpected) domains will be initially classified by its level
of sensitivity following the following table:

Data Class Adverse Business Impact Sample data (not exhaustive
list)

Protection level 3 Extreme Data that creates extensive
”shared-fate” risk between
multiple sensitive systems,
e.g., enterprise credential
stores, backup data sys-
tems, and central system
management consoles.
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Protection level 2 High Data elements with a statutory
requirement for notification to
affected parties in case of a
confidentiality breach:

• Social security number

• Driver’s license number,
ID number

• Financial account num-
bers, credit or debit card
numbers and financial
account security codes,
access codes, or pass-
words

• Personal medical infor-
mation

• Personal health insur-
ance information

Protection level 1 Moderate Information intended for re-
lease only on a need-to-know
basis, including personal in-
formation not otherwise clas-
sified as Level 0, 2 or 3, and
data protected or restricted
by contract, grant, or other
agreement terms and condi-
tions, e.g.:
Business:

• Number or kind of sen-
sors used in private en-
vironments

• Business sensitive data

• Licensed soft-
ware/software license
keys

• User subscriptions to
electronic resources
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Protection level 0 Low Information intended for public
access, e.g.,:

• Public directory informa-
tion

• Public websites

• Open data

Table 2.1: Other Data

The gathered data in INTER-IoT will be labeled with one of the protection levels in its meta-data,
allowing to access to the protection level in any layer of INTER-IoT anytime. This level will not be able
to be modified anywhere within or out the platform, so the classification must be defined according
the guidelines by the data-producer (the integrator).
Additionally, data treatment guidelines and rules will be applied to the new data sources, with special
attention to personal and business sensitive data. In the case that newly connected platforms produce
personal data or information, then a general policy of anonymization will be applied. This will consist
in the assignation of a numeric or alphanumeric ID to the user, which will represent it from then and
on in the INTER-IoT platform. The correspondence between personal data and the INTER-IoT ID
will be stored in a separate database only accessible by the integrator. Personal data will not be
stored in INTER-IoT and this will not be accessible without a direct contact with the data producer
company, which will hold always the responsibility of disclosing that information within their own
privacy, protection and security policies.
Business sensitive data such as IDs, credential or passwords will not be stored or communicated
through INTER-IoT platform. The data producer or integrator will be responsible to share this when
appropriate using their own channels to ensure the security of the information.
Preliminary data from integrators such as data formats, sample data-sets or business descriptions
will be collected by forms, interviews or specific requests to be defined. This data will be protected,
with the only access to the Consortium members in charge to ensure a correct integration or to
facilitate this. This data will be stored physically or electronically using the project’s storing resource
and applying password and/or encryption when necessary or specifically requested by the party.
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3 Data within the project

3.1 Internal Data Handling

Several platforms have been used to handle internal project data. In this section, the following tools
are presented: HORDE, JIRA and some tools to manage the source code developed. These tools will
be responsible for storing and managing internal information generated during the project. HORDE
offers applications such as a groupware package with a calendar, notes, tasks, file manager and a
Wiki. Data collected or generated relevant for the project is stored in the Horde platform deployed
for the project. The Atlassian JIRA tool is used for data collection and tracking, including software
issues and requirements. Each partner has a username and password to access these platforms
with all content editing permissions granted. If an external person needs to access to some data, he
or she will be granted access only to the requested information in case this inquiry is accepted. Also,
to ensure that the data can be easily recovered, it will be explained in this section how to perform
backups of the internal data. This is a key feature of the plan as we will work with several datasets
accessed by different partners with different technical skills. Documents that have to be edited too
often, or that need a more collaborative approach (such as action points and tracking spreadsheets,
audioconference minutes, draft agendas, etc.) will be held on Google Docs privately, since a real
time edition tool is not available for the Horde platform.

3.2 Horde

The project will setup a private collaborative workspace based on Horde. It is an open-source group-
ware software including many features, though the File Manager will be the most relevant one. Re-
spective accounts for each partner are managed by the system administrator and new accounts can
be created as needed, including re-arrangement of existing users. Horde is used for internal ac-
cess and document management. This restricted groupware working space includes the following
sections:

• Contractual documents – Grant Agreement, Consortium Agreement, etc.

• Resources – actual information on usage of the resources.

• Deliverables – completed, submitted, reviewed

• WP and Task workspaces – to share and work collaboratively on respective documents, draft
deliverables, concept papers, etc.

• Dissemination – to store and work together on dissemination items; e.g. papers, call for papers
or workshops organisations
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• Templates – to include deliverable and presentation templates, project and partnersÕ logos,
etc.

• Meetings – with agendas and minutes from physical meetings, notes from audio conferences,
action points agreed, etc.

• Coordination with standardization organizations

• Coordination with ICT30-EPP projects through the IoT-EPI group and the six Task Forces or-
ganised to carry out the different activities.

The working space structure will be extended as needed by the project consortium and individual
partners for their work in the project as well as to serve as file sharing platform among the consortium
members. UPV research team will act as administering body of the server, however any partner can
request resources on demand.

3.3 Jira

Jira is an issue tracking tool, but in the project will be also used to store and track collaborative data
based on templates (e.g. requirements, scenarios or risks have been defined). This tool will host
only internal data and is only accessible with an account, protected with user and password. Jira will
be used to collect the following data:

• Market Analysis – Existing products and stakeholders identified by each partner.

• Project Management – Potential risk gathering and tracking.

• Project Development – Definition and tracking of scenarios, use cases and requirements.

During the project lifetime can be defined new template-based datasets to be collected and stored in
Jira, as well as issue tracking of the developed software.

3.4 Source Code Versioning

During the project we will proceed to handle the source code of the applications using a version
control system (VCS) tool, in order to nimbly manage the changes of the code and to reverse them
in case something unexpected happens. Within this version control system, we will define different
levels of credentials for users, such that several users could access to most of the code and one or
few administrator can configure and control the whole system.

3.5 Data Back-up

INTER-IoT data support services (HORDE platform, JIRA and VCS) are hosted by UPVLC on a Linux
server. The disks of these servers are mirrored to protect against initial hardware failures. In addition,
the following backup procedures are implemented:

• Full system backup of the server is made on a weekly basis and stored on a separate backup
server. The full system backups are on a per-file basis and are uncompressed to ensure fast
turnaround times for restore jobs. Latest weekly backup is also copied offsite.
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• A 30 days backlog of full system backups is kept.

• A daily backup of all the content in the Horde platform and JIRA tool is performed and stored
on a separate backup server.

• Since content backups are run on a 24 hours interval, a file saved on the Horde platform is only
guaranteed in the backup after maximum of one day.

• SQL Databases are dumped to plain serialized files before backup to ensure there is no corrup-
tion. If some of the services are used from external providers, which might be necessary and
therefore decided by the consortium, copies of all public repositories are stored on the Horde
server which is hosted by UPVLC and to which the aforementioned backup procedures apply.

3.6 External data distribution

External data will be distributed following the guidelines specified in D1.2, according to the Hori-
zon2020 procedures and the Open Research Data Pilot recommendations. In summary, the following
datasets will be distributed through these channels:

• Research publications – Will be accessible from the project website and the two data reposi-
tories mentioned in D1.2 (after the period of embargo has ended for green type open access
publications or immediately for the gold type).

• Software source code – Will be released as open access once a stable version is produced. It
will be accessible from the webpage and from public source code repositories.

• Software binaries and documentation – Along with the source code, compiled versions with
guides and documentation will be accessible from the project webpage.

• Other research data – Other data collected from analysis and evaluation will be accessible as
well from the project webpage and will also be published to the same open repositories used
for research publications, e.g. (white papers and tutorials/key note presentations).
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4 Data generated by the project

4.1 Project deliverables

As in all projects that involve commercial and academic partners, deliverables (data sets generated
during the project) can be divided into two general categories:

(i) public, and

(ii) internal to the consortium.

The Inter-IoT project is fully committed to opening all possible deliverables (data sets) to the public.
However, recall that the two use cases involve commercial partners. Therefore, some information
concerning, for instance, details of the implementation of platform interoperability within the two sites
may need to remain private to the project partners. All necessary details, concerning which deliv-
erables may remain private and how they are going to be handled, are contained in the Consortium
Agreement.
This being the case, standard procedure applied in such situation, in EU-funded projects, will be
applied. All deliverables will be placed in, and made available from, the Inter-IoT dataset repository.
Here, the public datasets will be made available through the Inter-IoT web portal. At the same time,
access to the private datasets will require logging in to the repository (via username and password).
Login information will be provided to the project partners as well as authorized EU officials.
It should be noted that access to some datasets generated during the Inter-IoT project will be guided
by legal requirements imposed by parties outside of the Inter-IoT consortium. This concerns, pri-
marily, scientific publications. As stated in Section 4.2, while striving for open access to scientific
publications, some of them will have to be published in closed access journals / books. In each such
case, a link to the publication will be provided within the Inter-IoT web portal.
The publication itself will then be available only after satisfying requirements of the publisher (these
requirements, as well as exceptions to them, vary from publisher to publisher , and thus cannot be
specified further). In the case of open access publications we will still provide a link to the publication,
but in this case it will be fully available to anyone. However, storing copies of all publications within
the UpV server will be considered. In case this decision will be made, publications will be stored in
the private part of the repository (to avoid any copyright conflicts).
Information about publicly available datasets will be disseminated according to the strategy formu-
lated in D8.3. This document contains detailed strategy concerning whom and through which channel
will have results delivered. This document should be consulted for further details.
All deliverables will be stored within the computer infrastructure provided by the UPV.
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4.2 Scientific Publications

According to the dissemination strategy, planned in D8.3 (Impact Creation Plan), theoretical and
experimental results of INTER-IoT will be disseminated trough major international technical journals,
magazines and peer-reviewed conferences.
All these scientific publications will be accessible to external sources on a specific section of the
INTER-IoT website. This section will include also publications finalized after the project is completed.
According to the open access policy of INTER-IoT project, a golden model will be preferred to reach
maximum impact. Thus, publications under open access rules will be hosted in the INTER-IoT web-
site, where the publication download will be directly available together with the web link to the original
contribution hosted by the open-access publishing company.
On the other hand, a high number of publications, that will target a very high impact (i.e. most read
and cited), are constrained by closed or partially closed copyright policies. Frequently, a publication
under copyright rules is preferred to reach a high impact that, often, is facilitated by the high reputation
of several publishing company in the scientific community. In such cases, if applicable, we will refer
to a green model. Indeed, some important publishing companies (e.g. IEEE, Elsevier, ACM) allow
authors to post their own version (i.e. ”preprint” or ”accepted” version) of their articles, on their
personal author’s home page, or on the owner’s institutional repository, or in any repository legally
mandated by an agency funding the research on which the Work is based, or in any non-commercial
repository. In such cases, scientific publications will be hosted directly in the INTER-IoT website or a
web link to the allowed repository (i.e. by copyright rules) will be provided.
In few cases, copyright policies (e.g. Springer, Wiley) apply an embargo period of 12-24 months prior
to allow a green like model. In such cases, scientific publications will be available in the INTER-IoT
website only after the embargo period. In the meanwhile, only an abstract of the scientific publication
will be provided.

4.3 Other publications and outputs

The consortium will continually identify interesting and relevant channels to promote the project and
its results. As a supplement to project deliverables, scientific publications and contributions to industry
standards, additional resource will be spent to engage non-consortium members. As with all project
activities, generation of additional outputs from Inter-IoT will be undertaken in accordance with the
grant agreement, consortium agreement and Commission legal requirements and policies regarding
data protection, ownership, exploitation rights and confidentiality. Inter-IoT will use its project social
media accounts and website to facilitate the circulation of project outputs and press releases in an
attempt to engage with a wide range of the public. Consortium members will also utilize their own
social media accounts and websites to gain publicity directly with their professional networks. Inter-
views and traditional media will be utilized to raise project profile when access is available. Material
from the project will also be presented at conferences, in educational environments and workshops.
Organization of public workshops will allow discussion with experts from the European research com-
munity. The advisory board will promote the Inter-IoT to industrial stakeholders which could benefit
from inclusion in the workshops. World-wide dissemination tours and industry organized seminars
will be utilized to engage with stakeholders. Large project achievements will be highlighted to raise
the profile of Inter-IoT and inspire by-in and early adoption of the products produced in the project.
A dissemination package including videos, blogs, press releases and newsletters will be produced
each year to explain Inter-IoT’s impact on everyday life.
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Output Description
Websites The project website and individual partner websites will be utilized to

promote project work and promote other project outputs. This will tar-
get business networks connect to consortium members and the gen-
eral public. This will be maintained from M1 to the end of the project.

Educational En-
vironments and
Conferences

World-wide dissemination tours and industry-organized seminars at
universities will take place annually. Presentation of project outputs in
conferences will be more frequent (total of 5 over the project’s lifetime.

Interviews Traditional media will be utilized when available.
Social Media Social media presence will be maintained throughout the life of the

project to promote results and opportunities for engagement with Inter-
IoT.

Workshop materials IoT results will be presented near the end of the project to demon-
strate to the scientific and industrial communities. A total of 2 over the
project’s lifetime will be conducted.

Table 4.1: Other Communications

4.4 Contribution to standards

As there are no clear boundaries to the IoT domain, quite a number of standardisations are relevant
for this sector. INTER-IoT will interact with several standardisation bodies at different levels in order
to be part of the definition of standards for the whole IoT sector. Some of the standardization bodies
that will be examined are:

• ETSI through the M2M standardization initiatives, including oneM2M;

• IETF through different efforts like ROLL, CoRE, 6LoWPAN;

• IEEE through the IEEE-SA and Standard IEEE P2413 propose an Architectural Framework for
the Internet of Things (IoT)

• ITU-T, with particular regards to SG13 activities.

The project will also monitor Industrial initiatives like AllSeen Alliance, Open Interconnect Consortium,
Thread Group or Industrial Internet Consortium as they target different aspects related with interop-
erability that will be addressed by the consortium, specifically in the INTER-FW and INTER-Layer
outputs.
INTER-IoT is aware that worldwide-harmonised standardisation will be one of the key factors of the
success of IoT concepts. Our strategy concerning standards consists of different actions:

• We will build our framework on open solutions to a maximum feasible degree. In the same spirit,
we will also strive for a maximum compliance with existing open standards;

• We will associate standard organisations to the project by working with them since we will have
noticeable results;

• By so doing we will create an early awareness for our efforts and achievements, and we will
also prepare the ground for new standardisation activities, so as to encompass outreaches to
pertinent standardisation groups at associated and other standard associations.
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A Instructions for Data Treatment









     
  

Azienda Sanitaria Locale    
di Chieri, Carmagnola, Moncalieri e Nichelino  
 
 

Sede Legale – Piazza Silvio Pellico 1 – 10023 Chieri /To) – tel. 011 94291 – C.F. e P.I. 06827170017 

ATTO DI NOMINA DELL’INCARICATO TEMPORANEO AL TRATTAMENTO DATI 
 
Il sottoscritto ____________________________ in qualità di Direttore della _________________________ 
nonché Responsabile del trattamento dati a seguito della nomina conferita dal Titolare, con il presente atto, 
in applicazione dell’art. 30, D.Lgs 196/2003, 

nomina 
il/la signor/a __________________________________________ in qualità di 
_______________________________________________________ 
Incaricato/a temporaneo/a al trattamento dei dati personali, sensibili, genetici, giudiziari la cui conoscenza ed 
il cui trattamento siano strettamente necessari per adempiere ai compiti assegnati, in relazione alle attività 
svolte nell’ambito del proprio settore di competenza e di quant’altro definito di volta in volta dal 
Responsabile. 
Nel presente atto di nomina si fissano le regole generali a cui l’Incaricato/a temporaneo/a deve attenersi 
nello svolgere le operazioni di trattamento dati che gli competono. Le specifiche operazioni di trattamento 
rientrano nelle istruzioni correlate a ciascuna procedura, procedimento, affare o pratica. 
Pertanto l’Incaricato/a temporaneo/a del trattamento dei dati, nel rispetto di quanto stabilito dal D.Lgs. 
196/2003, dovrà:  

• trattare i dati in modo lecito e secondo correttezza; 
• raccogliere e registrare i dati per scopi inerenti l’attività svolta; 
• verificare, ove possibile , che siano esatti e, se necessario aggiornarli; 
• verificare che siano pertinenti, completi e non eccedenti le finalità per le quali sono raccolti e 

successivamente trattati, secondo le indicazioni ricevute dal Titolare o Responsabile; 
• non modificare i trattamenti esistenti o introdurre nuovi trattamenti senza esplicita autorizzazione del 

Responsabile; 
• mantenere la massima riservatezza sui dati predetti; 
• adottare le misure e gli interventi per la sicurezza del trattamento dei dati e per la correttezza 

dell’accesso ai dati, disposti dal Titolare o dal Responsabile; 
• osservare le misure di sicurezza, già in atto o successivamente disposte, atte ad evitare rischi di 

distruzione, perdita, accesso non autorizzato, trattamento non consentito dei dati personali e in 
particolare osservare le istruzioni contenute nell’allegato A); 

• osservare scrupolosamente le disposizioni organizzative e operative impartite dal Titolare o dal 
Responsabile per il corretto, lecito, pertinente e sicuro trattamento dei dati custodire e controllare i 
dati personali oggetto di trattamento in modo da ridurre al minimo i rischi di distruzione o perdita, 
anche accidentale, dei dati stessi, di accesso non autorizzato o di trattamento non consentito o non 
conforme alle finalità di raccolta; 

• accedere ai soli dati personali la cui conoscenza sia strettamente necessaria in relazione e per 
l’adempimento delle mansioni e dei compiti assegnati; 

• accedere, per esigenze di servizio, esclusivamente alle banche dati informatiche del proprio 
Servizio/Ufficio a cui è stato autorizzato dal Titolare o dal Responsabile; 

• segnalare al Titolare o al Responsabile eventuale problemi applicativi rispetto all’attuazione e 
all’adempimento degli obblighi previsti dal D.Lgs. 196/2003. 

Luogo e data _______________________________ 
Firma del Responsabile del trattamento dati____________________________________________________ 
Firma dell’Incaricato/a temporaneo/a al trattamento dati___________________________________________ 
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